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The mission statement 
of TWZR AI DAO - Seize the means of production 

  

 

Our mission is to serve the community of AI researchers who have been deprived of the benefits 

which have been largely exploited from the control of Big tech and making it open for the masses. 

Making AI research truly and openly accessible to the masses has been largely in the growth of AI 

businesses. This has led to the dearth of AI innovation that was anticipated in the past decade. 

 

The eventual goal of our AI DAO would be to gather 1000+ AI-ML engineers/researchers and give 

them commercial AI-ML researchers with creative common rights that would empower them with 

shared incentives from the DAO. 

 

TWZR AI DAO, a product of the TWZR network, will be the largest distributed AI network with 

community-contributed models that contribute to the advancement of applications that impact 

human lives. 

 

 

 

 

 

 

 

I. Introduction 
 

 

   During the first era of the internet—from the 1980s through the early 2000s—internet services were built 

on open protocols (e.g., TCP, IP, SMTP, HTTP). This created a stable, level playing field on which to build 

the ecosystem of the internet. It was during this period of innovation that many of the biggest web properties 

were started.  

   During the second era of the internet—from the mid-2000s to the present— businesses built a second 

layer of proprietary, closed protocols on top of the internet’s open protocols. This has been a period of 

centralization, as for-profit tech companies—most notably Google, Apple, Facebook, and Amazon—built 

software and services that rapidly outpaced the capabilities of open protocols. For example, the Simple Mail 

Transfer Protocol (SMTP) is an open protocol that enables email. Google owns Gmail and Microsoft owns 

Outlook, but no one company owns the email-enabling protocol itself. However, in many cases, these 

closed protocols are not tech companies’ core business: individuals don’t pay Google to use Gmail, but 

instead, Gmail feeds into Google’s core business of collecting data and selling ads. This is the world of Web 

2.0. As the saying goes: “If you’re not paying for it, you’re not the customer. You’re the product.” We are 

now in the early stages of developing web3, in which communities are incentivized and rewarded for 

maintaining and developing core infrastructure.   
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Why it matters 

  

   While centralization has helped billions of people get access to amazing technologies, many of which 

were free to use, it has also stifled innovation. Right now, companies that own networks have unilateral 

power over important questions like who gets network access, how revenue is divided, what features are 

supported, how user data is secured, and so on. That makes it harder for startups, creators, and other 

groups to grow their internet presence because they must worry about centralized platforms changing the 

rules and taking away their audiences or profits.  

   The classic challenge of decentralized networks is that they are public goods. Without a central entity to 

control decisions and capture profits, it is hard to incentivize their maintenance and development. Crypto 

helps solve this problem through decentralized coordination and providing economic incentives for 

development. web3 will put power in the hands of communities rather than corporations.  

  

  

   Decentralized networks are an important counter to the fragility of centralized applications. For example, 

in June 2021, internet users were unable to connect to top websites—including The New York Times, the 

Guardian, Twitch, Reddit and the British government’s homepage—because a single company, Fastly, was 

crippled by a software bug. Decentralized systems avoid single points of failure.  
   Decentralized networks can also neutralize the unilateral control exerted by centralized platforms. For 

example, the decentralized, permanent data storage blockchain platform Arweave was used by activists in 

China to permanently upload copies of Hong Kong’s Apple Daily before it was blocked by censors and to 

save criticism of the country’s coronavirus response before it was deleted from the social media platform 

Weibo.  

 

 

Decentralized Autonomous Organizations (DAOs) 

 

 

What is it? 

  

   Decentralized Autonomous Organizations or DAOs are online member-owned communities governed by 

the consensus of their members instead of centralized leadership. DAOs represent exactly what they’re 

called because they are: Decentralized—rules can’t be changed by a single individual or centralized party.  

  

  

Autonomous—votes are tallied and decisions are implemented based on logic written into a smart 

contract, without human intervention.  

  

  

Organizations—entities that coordinate activity among a distributed community of stakeholders.  

While it sounds complex, there are real-world corollaries all around us. Employee-owned businesses like 

Publix grocery stores, or even the Green Bay Packers, are examples of public ownership structures without 

centralized leadership. DAOs are examples of what is known as “on-chain governance.” In traditional 

corporate governance, for example, companies have bylaws that dictate certain policies, such as how a 
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board is elected. A DAO extends this concept into the digital world by encoding these policies into smart 

contracts.  

  

  

A smart contract is a persistent computer program that runs on a blockchain network. Like legal contracts, 

smart contracts are commitments, except they’re written into computer code that executes automatically 

and autonomously.  

  
Why it matters 

  

   DAOs are an emergent governance model for new kinds of organizations built around transparency and 

inclusion. The principles can be applied to a wide variety of organizations, including non-profits, collectives, 

cooperatives, and investment funds.  

   Governance structures determine how an organization makes decisions that align with the interests of 

participants. The challenges with many existing organizational forms, such as corporations, are that 

decisions are not made transparently and often stakeholders face high barriers to entry to participating in 

governance. 

  

  

Decentralized Finance (DeFi) 

 

 

What is it? 

  

Decentralized Finance or “DeFi” refers to decentralized applications for finance, such as saving, lending, 

and exchange.  

  

  

Decentralized applications or “dApps” are computer applications whose code is written in a series of 

related smart contracts. These contracts are often referred to collectively as “protocols.” What distinguishes 

dApps from regular applications is that they are typically permanent—they will exist as long as the 

blockchain hosting the protocol exists and cannot be changed or manipulated by malicious actors. They are 

also open, meaning that any computer can participate in the network, and access is not limited to a single 

or pre-defined group.  

  

  

Payment blockchains enable peer-to-peer digital transactions. Prior to bitcoin, digital payments had to rely 

on centralized record-keepers, like banks and credit card companies. Even when you send money through 

a service like PayPal or Venmo, what you’re actually sending is an “IOU” that depends on bank 

infrastructure.  
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Cryptocurrencies are like money—they can be considered as a unit of account, store of value, and 

medium of exchange within the system—and can transfer actual value digitally without a centralized third 

party.  

 

Why it matters 

 

   Cryptocurrencies allow for low-cost, nearly instantaneous, borderless, peer-to-peer transfers of actual 

value. They aren’t subject to the business hours of mainstream financial institutions. Most importantly, they 

have low barriers to entry. This opens extraordinary opportunities to help underserved communities in 

regions around the world. Payment blockchains could open up access to financial services for over two 

billion unbanked people worldwide. Mobile wallets make it cheaper and easier for migrant workers to send 

money home to their families in another country.  

   Cryptocurrencies can provide a safer store of value in countries experiencing hyperinflation.  

Most people think sending money online is as easy as sending an email, but that’s only the case for those 

who are fortunate to have access to the right financial services.  

   For the more than 20% of Americans who are unbanked or underbanked, the existing options are slow, 

expensive, and limited—locking millions out of economic opportunities.  

Payment blockchains have the potential to improve current payment systems. For those who don’t have a 

bank account to receive digital deposits, cryptocurrencies can be used to distribute aid efficiently, securely, 

and at low cost, while utilizing the transparency of the blockchain to fight waste, fraud, and abuse  

  

  

   If fintech companies like PayPal or Venmo revolutionized the front of consumer finance, DeFi 

revolutionizes the backend—laying new pipes and rails that are easier to use, access, audit, upgrade, and 

build on. Making it cheaper and easier to participate in the financial system will inevitably lead to greater 

financial inclusion. And, like credit unions, giving consumers control over and membership in the consumer 

finance products they use will lead to better outcomes.  

Decentralized financial services embrace the core values of the open internet, including Open access 

to anyone in the world;  

Commitment to open source code;  

Permissionless adaptation by third-party developers;  

Lower fees;  

Encryption-backed security and privacy; and Transparent, accountable governance. 

  
  

Stablecoins & Central Bank Digital Currencies (CBDCs) 

 

 

What is it? 

  

   A stablecoin is a privately-issued cryptocurrency that maintains a stable value relative to another asset, 

such as the U.S. dollar or Euro, over time. Fiat- collateralized stablecoins—such as those pegged to the 

U.S. dollar—maintain fiat asset reserves to match the value of each coin issued. Other projects are 
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collateralized by digital assets or algorithmically stabilized through the automatic execution of smart 

contracts.  

  

  

Central bank digital currencies (CBDCs) are digital currencies that are issued by governments and that 

represent sovereign obligations.  

  
Why it matters 

  

   Stablecoins offer the advantages of cryptocurrencies without volatility. Where cryptocurrencies like bitcoin 

and Ethereum might experience huge price swings in a single day, stablecoins are designed to maintain a 

constant price.  

   This helps stablecoins serve as an effective medium of exchange.  

As low-volatility assets, stablecoins help enables on-chain transactions, including modernizing global 

payment systems and unlocking broader access to financial services for the unbanked. They are the basic 

building blocks for a host of important innovations.  

   CBDCs offer many of the benefits of stablecoins, although they raise certain privacy and security 

concerns. Stablecoins and CBDCs do not need to be mutually exclusive. Giving people a choice between 

stablecoins and CBDCs creates the competition that drives innovation, leading to new features and 

improved functionality.  

  

  

Privacy & Digital Infrastructure 

 

 

What is it? 

  

   One of the limitations of many existing blockchain networks is that they are fully transparent by design. 

But cutting-edge research in new areas of cryptography makes it possible to mathematically prove the 

validity of certain information, without providing the information itself. For example, a user could prove to a 

website that they know their password, without the website having to store the user’s password in a 

database vulnerable to attack. This set of solutions can therefore address both privacy and scalability 

problems.  

 

Why it matters? 

  

   Privacy is important as a feature, not just because it protects users' personal data, but also because it 

fundamentally extends the design space for applications.  

Particularly given the backdrop of massive data breaches that have proliferated during the Web 2.0 era, 

data protection must be central to the next wave of tech innovations. Privacy infrastructure will enable a 

more protective suite of applications.  

   Privacy also has the potential to allow greater regulatory compliance. With existing systems, a user may 

be reluctant to give their personal information to a service provider or application on the blockchain, 

because that information could be used to see every single transaction the user had ever completed. 
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Privacy layers help allay these concerns. They enable users to disclose certain information to specific 

parties, such as regulators while preventing that information from becoming fully public. This means that 

regulatory compliance would be easier to achieve without corresponding privacy risks.  

 

 

The Creator Economy 

 

 

What is it? 

  

   The Creator Economy refers to emerging communities of creators—artists, musicians, and game 

developers—who connect directly with their supporters and collaborate without intermediaries, enabling 

them to develop independent income streams.  

  

  

Fungibility means that a unit of a good is indistinguishable and mutually interchangeable. For example, a 

$1 bill is interchangeable with any other $1 bill. Meanwhile, non-fungibility is the property of unique goods 

such as artwork, collectables, and real estate.  

  

  

A non-fungible coin (NFT) is a digital asset that is non-fungible, therefore attaining value due to its 

uniqueness.  

For example, an NFT might represent a piece of unique digital artwork, a Mickey Mantle baseball card, or a 

share of physical North Carolina real estate. NFTs can be exchanged in the same manner as any other 

coins, such as bitcoin.  

  
Why it matters? 

 

   For many people, especially younger people who are spending more and more time online and in digital 

spaces, it is becoming increasingly popular to own digital versions of physical assets. Books, music, and 

movies—like photographs— exist as digital files saved on hard drives or in the cloud.  

  

  

When you purchase an NFT, it’s yours to control as you see fit, similar to when you buy a physical good. 

You can transfer it, sell it, collateralize it, lend it, or keep it for yourself to admire. Early use cases for NFTs 

include digital art, games, sports memorabilia, and collectables. NFTs offer creators new ways to monetize, 

bypassing traditional gatekeepers and giving fans a direct stake in their success. They’re better for creators, 

who can sell their work directly without having to rely on middlemen (for example, artists who used to sell 

their artwork in galleries that took a cut or charged a fee). And they’re better for fans because they become 

owners, giving them an increased stake in the artists and creators they support.  

   Artists are already benefiting from this new distribution model. Longtime artist Matt Kane used to sell his 

oil paintings in local galleries; last year, he sold a piece of digital artwork on the blockchain for the 

equivalent of more than $100,000.  
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   Photographer Justin Aversano earned more than $130,000 selling 100 portraits from his “Twin Flames” 

collection as NFTs. Former MLB player-turned-artist Micah Johnson sold over $1 million worth of NFTs 

representing a painted sculpture as well as $305,000 for the physical sculpture itself.  

  

  

   NFTs offer the additional unique benefit of using blockchain technology to track them so artists can earn a 

commission on secondary sales. 21-year-old artist Robbie Barrat sold a piece of digital artwork in 2018 for 

$176; when it was resold in 2021 for 100 Ethereum, he made about $11,000—or more than 62 times what 

he earned on the original sale.  

   NFTs exploded in popularity during the spring of 2021, particularly as more well-known participants 

entered the space. NBA Top Shot—officially licensed collectables from the NBA—generated $200 million in 

gross sales while spending very little on marketing. Musician Katy Perry and NFL player Rob Gronkowski 

have launched NFTs for fans. Some, like Ellen DeGeneres and the band Kings of Leon, have sold NFTs to 

raise money for charitable causes during the pandemic shutdown. And in April 2021, Sotheby’s partnered 

with renowned digital artist Pak for its first NFT auction. Since NFTs are verifiable digital property rights, 

they also have many potential applications beyond the Creator Economy. 

 

 

Blockchain-based Games 

 

 

What is it? 

  

   Blockchain-based games are games built on blockchain technology. A key difference from popular 

games such as Fortnite, Roblox, or Minecraft is that the games can be bona fide economies in which 

players actually own the objects they work hard to acquire, giving players the ability to buy or sell these 

objects, or take them to another game entirely. And this is only the beginning: we expect blockchain-based 

games to lead to the development of whole new digital worlds and economies.  

  
Why it matters 

  

   Blockchain games are one example of how decentralized technology creates new ways for creators to 

monetize. The items in blockchain video games—like tools, skins, upgrades, avatars, and experience 

points—are NFTs that are owned by the players and can be sold for real-world money, traded on secondary 

markets, and transferred between games.  

  

  

Blockchain gaming has also facilitated the development of “play-to-earn” models. With games like Axie 

Infinity, people can earn real-world money for playing video games. During the COVID-19 pandemic, 

many people in the Philippines relied on play-to-earn games like Axie Infinity as work to ease 

economic hardships brought on by lockdowns.  
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   While we’re a long way from experiencing the boundless digital world originally described by science 

fiction writers as the metaverse, the pandemic did accelerate people’s familiarity with immersive virtual 

experiences. For example, parties or meetings attended by virtual avatars, or conferences held in a virtual 

convention hall, offer a hint of what the metaverse may be like. Or people who are familiar with Fortnite, 

understand in-app purchases for their avatars and may have even joined Travis Scott’s concert in Fortnite 

that was attended by more than 12 million users. These games and platforms are still centralized platforms 

controlled from the top-down by the developer, but they start to paint a picture of a future metaverse that is 

borderless and where everyone can contribute to its development.  
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II. THE TWIZZLER ECOSYSTEM - Overview 
 

 

II.1   Introduction 
 

 

     The explosion of short video social apps has propelled the size of the creator economy to more than 

$100 billion. Creating short videos is no longer an exclusivity of the producers and professional 

camerapersons; anyone in the remotest corner of the globe can start just with a smartphone and internet 

connection. Technology has acted as an enabler to decentralize the video creation process and empower 

the creators. However, one of the biggest issues that need to be addressed is the concentration of wealth in 

the hands of global technology players, leaving the creators at the mercy of brand collaboration and 

promotion.  

  

     While the tech companies are generating billions of dollars, creators are earning peanuts due to the 

flawed revenue models. These platforms are not only disregarding the content creators but also not 

acknowledging and incentivising them.  

  

     The current market size of the creator economy is roughly around $104.2 billion but the revenue 

distribution has been abysmally low. A global short video and social network app created its own ‘Creators 

fund’ but the corpus set aside for the fund was a mere $ 200 million; for information, the company made $ 

4.6 billion in 2021. For comparison, the players of some of the world’s famous sports leagues including the 

NFL and NBA are getting 47 % to 51% in revenue.  

 

 

II.2   Problem Statement 
 

 

     As per the industry estimates, there are 4 million - 38 million influencers/content creators. Most of these 

creators are willing to monetize their content. But given the multiple pitfalls, creators are not able to make 

content creation their full-time profession. Although the latest influencer marketing spending increased to 

$14 billion, just one-third of brands pay actual cash which means only 1.5% of micro-influencers (up to 50K 

followers) can live on their social media income alone.  

  

     Technology giants hold all the power over users by single-handedly controlling content formats and 

platform mechanics:  

     The biggest internet platforms' economic interests are concentrated and often misaligned with their most 

valued contributors — their users. Platforms have all of the resources and a closed infrastructure to make 

critical decisions behind closed doors, thereby influencing how millions of users' lives will be shaped on their 

platforms. As a result, creators are always at the mercy of the next improvement.  

  

  



 
 

12 | P a g e  
 

 

Media hegemons see all users as cash cows, stripping their full collaborative potential: Traditional 

Web-2.0 content platforms do not value content creators as collaborators and, in a sense, co-owners 

of the space, nor do they recognise their value as collaborators and, in a sense, co-owners of the 

space 

Creators may only generate money on platforms like Instagram, YouTube, and TikTok by putting 

random adverts in their videos and selling collaborations or products to purchasers directly. And 

while Instagram and Youtube make billions by optimizing ad revenue through targeted content 

placements, content creators get almost nothing! 

  

  

II.3   The future of a platform 
 

 

At Twizzler, we know that creators are the core value drivers of the platform, as  

  

1 They know their topics and audiences better than anyone.  

2 They know what features they need from the platform  

3 They deserve to earn more for their sincere work  

  

     Since Sep 2022, Twizzler has made content production a full-time career by directly sharing 30% of our 

revenue with artists via our centralized Twizzler coin*, an asset that teaches our users about larger market 

mechanisms. We do so to encourage them to be who they are: the people that make the platform a vibrant 

and appealing place for our users to study and entertain themselves.  

  

     We believe that creators should have control over how the platform on which their creations are hosted 

develops, in addition to money. This is why we introduced TWZR as potential in-app money as well as 

governance coins — in other words, we're giving users back control of the decision-making process.  

  

     This way, we’re making “being a creator” a real career path — our users will be able to make a living by 

creating engaging, educational content and maintaining a presence in our apps: 

 

- Governance https://twizzler.id 

- Social 2earn https://twizzler.plus 

- Music2earn https://twizzler.fm 

- Watch2earn https://twizzler.tube 

 

 and so on  

  

https://twizzler.id/
https://twizzler.plus/
https://twizzler.fm/
https://twizzler.tube/
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II.3   Why Twizzler is the next big thing? 
 

  

1 World’s first Web 3.0 Social Network App  

  

   Twizzler is the first Web 3.0 social app in the world to directly empower content creators by handing over 

the ownership of their content creators to them.   

  

It is a truly Decentralized Autonomous Organization (DAO) where the decision is being taken by the 

community, not any corporatised entity.  

 

  

 2. Most inclusive platform 

 

   Twizzler is THE most inclusive posting, video and music platform, globally. The existing social apps 

transformed themselves into an exclusive platform where the money is concentrated with big brands and a 

handful of influencers. At Twizzler we are empowering small-time influencers, sitting in the remotest corner 

of the world.  

  

  

3 Global brand  

  

   Within a short span, Twizzler has transcended geographical boundaries and become a truly global brand. 

A global user community is a testament to the huge popularity of this post, video, and music apps. We have 

plans to launch Twizzler in a lot more countries shortly.  

  

 

II.5   Why TWZR? 
  

 

1 . Monetisation 

  

   Social coins are the future of community platforms for creator monetization  

Social coins have become a big fad in recent years, profiting on the mitigated idea of community funds. 

Their rise correlates with a desire for social networks to relinquish complete control over public conversation 

and platform monetization as intermediaries.   

Some corporations and fan clubs have already blazed the way with social coins monetization, but it also 

works for solo producers.  

  

   Social coins are digital assets backed by the reputation of an individual, brand or community that allow 

creators to receive more equitable pay and forge deeper relationships within audiences. Their purposes 

vary a lot, but as long as there is a community behind them, they can provide a lot of value.  
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   Users and developers have aligned in long-term vested interests and incentives thanks to social coins. 

Coins' value is determined by supply and demand, giving all holders a stake in the game and encouraging 

them to become evangelists in order to enhance their own wealth. Ownership serves as a significant 

inducement for users to contribute more deeply to goods, resulting in a more cooperative economic model 

that ensures better alignment with users over time, allowing for the creation of larger, more resilient, more 

innovative platforms.  

  

   Emerging Web3 markets, with India as a strategic centre, lead to a growing base for the biggest number of 

crypto enthusiasts that keeps overseas funding flowing into the crypto startups.  

  

 

2 . Creating an ecosystem for creator economy:  

  

   With TWZR, we grasp an amazing market opportunity: we seamlessly bring crypto to the interested 

audience through a step-by-step introduction of TWZR via simple and easy granular in-app mechanics. 

Gradual sophistication of coin usage ensures long-term adoption with a smooth learning curve for existing 

Twizzler users. At the same time, TWZR will provide a familiar short-form tool for newcomers to onboard 

crypto space in an understandable fashion.  

  

   Twizzler Platform is an extension of the Twizzler ecosystem into the blockchain space. The goal is to 

empower both creators and viewers with technological and financial instruments to interact directly with 

each other and have control over the long-term direction of the social economy impacting the platform and 

the product. The platform interconnects through the Twizzler App and TWZR coins, giving the Twizzler app 

users access to a wider blockchain world. In the blockchain world, they directly control their assets and can 

use their coins both in and out of the app to connect and transact with their counterparties, place 

governance votes, and catalyze platform engagement and user base growth.  

 

  

3 Battle against the big tech:  

 

   The media hegemony of big tech sees all users as cash cows, stripping them of their full collaborative 

potential with creators. Traditional Web 2.0 content platforms disregard content creators as a vital part of a 

platform’s appeal for the users they monetize. Nor do these platforms consider creators as 

collaborators or co-owners in the platform. On platform giants like Instagram, YouTube, or TikTok, 

creators can earn only by including random ads in their content and selling collaborations or merch to 

buyers directly. While Instagram and Youtube earn billions through targeted content placements 

maximizing ad revenue, content creators receive none of that!  

  

 

4 Opportunities lost in Numbers[DW1]!  

 

Twizzler is now powered by the most powerful blockchain technology in the Web3 ecosystem.  

The offering provided by the Twizzler Blockchain platform:  

From the users’ perspective the platform consists of the following parts:  
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Twizzler Skills  

Direct buying of goods and services from social or creator profiles  

 

 

5. Essential Feeds  

 

   All users of Twizzler can access the app content regardless of TWZR ownership, which makes coins 

introduction non-restrictive.  

  

Twizzler Multiplex  

The entertainment section lists movies, music, and news to be bought through TWZR and fiat. This provides 

a new revenue channel for producers through the pay-per-view model. ownership, which makes coins 

introduction non-restrictive.  

  

 

6. Audio Rooms  

 

A space for influencers to interact with their audience in private/public audio chats. Users can purchase 

various UI options and send virtual gifts, which transfer a certain amount of in-app currency to room hosts  

  

 

7. Video Commerce  

 

Content creators can profit from product placements by endorsing products in sponsored videos while 

interested viewers can shop right in the app with TWZR. The advertisers can pay the creators in TWZR or fiat 

directly on the platform.  

  

 

8. Twizzler Widgets  

 

An integration for website owners that allows them to add short-form videos to their website directly from their 

Twizzler profile or trending content matching different criteria.  

  

  

$TWZR powering the Web3 Social graph  

 

  

9. Collaborative Mechanics  

 

   Governance A platform is only as good as its community. Twizzler doubles down on that principle by 

introducing directly incentivized feedback loops within the community and between the community and 

platform developers. The centrepiece of the design is the mechanism of platform governance.  
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On the Twizzler platform, governance participation starts with staking TWZR coins in the Twizzler 

Community Reserve* and receiving Community Reserve shares. The Community Reserve, through its 

share-weighted voting system, passes protocol- governing decisions and directs usage of the Community 

Reserve Treasury. Active Community Reserve voters receive an APY on their staked coins.  

 

 

Proposals on the Community Reserve go through off-chain and on-chain states: 

  

A. Off-chain (in-app) there is a proposal board for feature requests and suggestions, with upvoting 

and downvoting mechanics. This gives the board the best exposure among creators and viewers and allows 

good ideas to gain maximal traction if they are understood by the community.  

  

B. If the proposal reaches a supporter's threshold and is sponsored by two users to be sent 

onchain, it is uploaded to a smart contract and put to vote at the Community Reserve.  

 

 

Governance 

  

   A long-term vision is that most of the platform’s future development will be governed by its Community 

Reserve, aligning the interests of all voters (i.e. the community as a whole). The first step towards this vision 

is organizing regular hackathons for platform development, which will be driven by Twizzler and supported 

by prizes from the Treasury.  

  

 

10. Twizzler pools  

 

   Twizzler pools are a way for the viewers to support creators by providing them with TWZR through a special 

mechanism  

  

-A Twizzler initializes a special pool, that is used for social endorsement and is tied to the Twizzlers 

popularity. By giving TWZR to the creator users obtain shares of that pool. The more shares of the 

pool are sold, the more expensive they become. Shares can also be redeemed by shareholders by 

withdrawing the pro-rata part of the remaining pool.  

  

-The Twizzler proceeds to draw coins from the pool, getting an advance on their future revenues as a 

way to fund their career early. Correspondingly, later on, their revenues on the platform will be 

automatically split with the pool shareholders along with their respective shares and the percentage 

the creator set initially creators-pool  

  

 

11. Coins gated content  

  

   If users participate in a Creator Pool they will be able to access the locked content types: private chats, 

contests, videos, etc. We expect this to be a major utility point behind the TWZR asset.  
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The creator can also decide to reward her supporters by giving premium access to some of her content, 

depending, for instance, on the amount of TWZR that individual stakers put into the pool.  

  

   Creator Shares unlock Access to Premium content Creator chat rooms Special requests Community video 

calls Access to Video message Shoutout NFT & other collectables Special event pass  

  

  

Transactional Mechanics 

  

This group of mechanics captures forms of the traditional exchange of goods and services for currency, or 

goodwill currency donations.  

  

  

11.1 Tipping  

  

Users can tip content creators with TWZR. Because a blockchain keeps the record of all transactions, 

creators always have a list of all supporters in case they decide to do a retroactive airdrop of premium 

content or unlock some exclusive interactions  

  

 

11.2 Influencer marketplace  

  

Commercial companies can place advertisements on the platform by paying content creators with 

TWZR for endorsements or other promoting content. Via a personalized TWZR-fed a user is provided 

engaging, targeted content so interested customers can purchase advertised products (Physical or 

Digital) with coins directly on the platform.  

  

  

11.3 Sales  

  

Twizzler will allow content creators to sell courses in Twizzler Skills as well as some goods (including 

digital, such as NFTs) inside their content. Such transactions involve a fair exchange of an item for its 

set price, paid in TWZR.  

  

  

II.7   Technical Overview 
 

 

App 

 

The main interaction point between Twizzler and its user base is the mobile app, fuelled by the backend. 

The integrated platform connects to its own Twizzler blockchain which hosts its coins and smart contract 

components.  
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The mobile app connects the user to the blockchain components in a non-custodial way: all keys are 

generated and owned by the user and unknown to the company. Users hold a key pair in their mobile key 

store, with password-protected backups on the backend.  

  

  

Blockchain solution 

  

Coins tech specifics:  

The blockchain deployment of Twizzler supports two types of coins:  

  

1. Twizzler Creator pools  

TWZR is the fungible blockchain coin of the platform, built to standard.*  

 

2. Creator pool shares  

Creator pool shares are tied directly to Creator Pools and are represented as fungible 

nontransferrable coins. The shares are minted to support creators and connected to the revenues 

generated by them  

  

Creator pool shares are implemented as a combination of staking, automated market makers 

(AMM), and bonding curves. Each Creator Coin has its own liquidity pool of TWZR and a dynamic 

price based on the relative amount of staked TWZR and the monetary mass of the coin. This 

mechanism provides free entry and exit for supporters and dynamic pricing for the coin with high 

capital efficiency  

  

 

Coinsomics: 

 

TWZR coin is capped to 1B in total supply and has an unlock structure to support 200 to 300M in 

circulating supply at the end of year 1. 

 

   Funds from the Community Reserve will be distributed to the proposals that win the Community Reserve 

voting  

   Twizzler will receive a percentage of the Community Reserve in coins for selling IP from Twizzler to the 

Community Reserve.  

  

 

II.8   Upcoming TWZR Roadmap 
 

- Elon Meta Twizzler  

- TWZR NFT use-cases  

- A tribe of 10k, which will unlock tremendous value for TWZR holders inside the Twizzler-Verse.  

- Future advertisers will need to own a Twizzler NFT to run ads in the Twizzler app. An updated roadmap 

awaits all Meta Twizzler NFT holders!  
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NFT marketplaces:  

 

   A one-stop platform for video NFTs where content creators can create, buy and sell NFTs. The NFTs 

would be bought and sold using TWZR coins on the marketplace. The NFTs minted by Twizzler creators 

give value to the holders by accruing a part of the rewards that the creator is earning from Twizzler app 

along with several other use cases.  

  

Social-events  

  

Social events and digital engagement through experiential innovations Social events form the heart of our 

promise to the community, especially the experience of events that will be powered by innovative web3 use-

cases and experiential elevation for ardent community holders in the space.  

  

The emergence of TWZR AI  

  

1. Open-sourcing of TWZR IP to the community:  

  

The open-source economy has been the bedrock of innovation in the crypto space. Whilst this is 

largely absent in the big tech world where the power of AI is largely centralized with no incentives 

shared with the users and AI developers at large. The mission of Twizzler would be to power the 

TWZR AI DAO with vast resources in terms of open-sourced infrastructure that can be enhanced by 

community participation.  

  

  

2. Community-based curations of the Twizzler AI feed  

  

The most immediate use-case that the community can expect to see in the immediate future would be 

the open-sourcing of algorithms that contribute to the AI-powered short video and post music feed.  

  

  

3. Data commons governing the recommendation systems and algorithms:  

  

A community of data commons will form the core governance of recommendation systems and 

algorithms that power the social feed of the Twizzler App. The Twizzler app will be the live use case 

that is powered by a decentralized AI model that emerges from our AI DAO.  

  

  

4. Privacy-based AI & ML stack for Web3 use-cases:  

  

Data privacy is something that we strongly value despite the open source economy approach. We will 

ensure that the user data is never misused by anyone, especially the Big tech. We will soon be 

announcing strong partnerships with protocols that embody our philosophy.  
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The Twizzler leadership team will soon announce a powerhouse team that will be officially known as the 

TWZR Labs.  
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III. MORE INTO DETAILS 
 

 

III.1   The Twizzler Ecosystem 
  

  

Abstract 

  

   Smart contracts are a new form of software that will revolutionize how software is written, IT systems are 

maintained, and applications and whole businesses are built. Smart contracts are composable and 

autonomous pieces of software that run on decentralized blockchains, which makes them tamperproof and 

unstoppable. In this paper, we describe the Twizzler Ecosystem (TWZR), which is a radical new design of 

blockchain that unleashes the full potential of smart contracts, overcoming the limitations of smart contracts 

on traditional blockchains with respect to speed, storage costs, and computational capacity. This allows 

smart contracts for the first time to implement fully decentralized applications that are hosted end to end on 

the blockchain. The TWZR consists of a set of cryptographic protocols that connect independently operated 

nodes into a collection of blockchains. These blockchains host and execute \canisters", the TWZR’s form of 

smart contracts. Canisters can store data, perform very general computations on that data, and provide a 

complete technology stack, serving web pages directly to end users. Computational and storage costs are 

covered by a \reverse-gas model", where canister developers pre-pay costs in cycles that are obtained from 

TWZR, the native coins of the TWZR. TWZR coins are also used for governance: the TWZR is governed by 

a decentralized autonomous organization, or DAO, which, among other things, determines changes to the 

topology of the network and upgrades to the protocol.  

  

 

III.1.1   Introduction 
  

 

III.1.1.1  Unleashing smart contracts 
  

   Because of their unique features, smart contracts are the key enabler of Web3, the new approach to the 

web where applications are fully controlled by their users and run on decentralized blockchain platforms. 

Such decentralized applications (dapps) are typically coin-sized, meaning coins are distributed to users as 

rewards for participating in the dapps. Participation can come in many different forms, ranging from 

moderating and providing content to governing a dapp and to creating and maintaining a dapp. Usually, 

coins can also be bought on exchanges; indeed, selling coins is a common way to finance dapp 

development. Finally, coins are also used as a form of payment for the services or contents a dapp offers. 

Smart contracts running on today’s blockchain platforms, including the popular ones (such as Ethereum), 

suffer from many limitations, such as high transaction and storage costs, slow computational speed, and the 

inability to serve frontends to users. As a result, many popular blockchain applications are not fully 

decentralized but are hybrids where most of the application is hosted on traditional cloud platforms and call 

out to smart contracts on a blockchain for a small part of their overall functionality. Unfortunately, this 
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renders such applications non-decentralized and opens them to many of the drawbacks of traditional cloud-

hosted applications, such as being at the mercy of cloud providers and being vulnerable to many single 

points of failure.  

  

   The Twizzler Ecosystem (TWZR) is a new platform for executing smart contracts. Here, we use the term 

\smart contract" in a very broad sense: a general-purpose, tamperproof computer program whose execution 

is performed autonomously on a decentralized public network.  

  

• By general purpose, we mean that the class of smart contract programs is Turing complete (i.e., 

anything computable can be computed by a smart contract).  

  

• By tamperproof, we mean that the instructions of the program are carried out faithfully and that 

intermediate and final results are accurately stored and/or transmitted.  

  

• By autonomous, we mean that a smart contract is executed automatically by the network, 

without the need for any action on the part of any individual.  

  

• By a decentralized public network, we mean a network of computers that is publicly accessible, 

geographically distributed, and not under the control of a small number of individuals or organizations.  

  

In addition, smart contracts  

  

• are composable, meaning that they may interact with one another, and  

  

• support coinsization, meaning that they may use and trade digital coins.  

  

Compared to existing smart contract platforms, the TWZR is designed to:  

  

• be more cost-effective, in particular, allowing applications to compute and store data at a 

fraction of the cost of previous platforms;  

  

• provide higher throughput and lower latency for processing smart contract transactions;  

  

• be more scalable, in particular, the TWZR can process unbounded volumes of smart contract 

data and computation natively because it can grow in capacity by adding more nodes to the network.  

  

   Another property that smart contracts may have is immutability, which means that once deployed, the 

code of a smart contract cannot be changed by a party unilaterally. While this feature is essential in some 

applications, it is not required in all applications, and can also be problematic if a smart contract has a bug 

that needs to be fixed. The TWZR allows a range of mutability policies for smart contracts, ranging from 

purely immutable to unilaterally upgradable, with other options in between.  
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   In addition to providing a smart contract platform, the TWZR is designed to act as a complete technology 

stack, such that systems and services can be built that run entirely on the TWZR. In particular, smart 

contracts on the TWZR can service HTTP requests created by end users, so that smart contracts can 

directly serve interactive web experiences. This means that systems and services can be created without 

relying on corporate cloud hosting services or private servers, thus providing all of the benefits of smart 

contracts in a true end-to-end fashion.  

  

   Realizing the vision of Web3. For end-users, accessing TWZR-based services is largely transparent. Their 

personal data is more secure than when accessing applications on a public or private cloud, but the 

experience of interacting with the application is the same.  

   For the people creating and managing those TWZR-based services, however, the TWZR eliminates many 

of the costs, risks, and complexities associated with developing and deploying modern applications and 

microservices. For example, the TWZR platform provides an alternative to the consolidation driven by large 

technology companies that are monopolizing the Internet. In addition, its secure protocol guarantees reliable 

message delivery, transparent accountability, and resilience without relying on firewalls, backup facilities, 

load-balancing services, or failover orchestration.  

   Building the TWZR is about restoring the Internet to its open, innovative, and creative roots, in other 

words, to realize the vision of Web3. To focus on a few specific examples, the TWZR does the following:  

  

• Supports interoperability, shared functions, permanent APIs, and ownerless applications, all of 

which reduce platform risk and encourage innovation and collaboration.  

  

• Persists data automatically in memory, which eliminates the need for database servers and 

storage management, improves computational efficiency, and simplifies software development.  

  

• Simplifies the technology stack that IT organizations need to integrate and manage, which 

improves operational efficiency  

  

 

III.1.1.2  High-level view of the Twizzler Ecosystem 
  

   To a first approximation, the TWZR is a network of interacting replicated state machines. The notion of a 

replicated state machine is a fairly standard concept in distributed systems  [Sch90], but we give a brief 

introduction here, beginning with the notion of a state machine.  

   A state machine is a particular model of computation. Such a machine maintains a state, which 

corresponds to the main memory or other forms of data storage in an ordinary computer. Such a machine 

executes in discrete rounds: in each round, it takes an input, and applies a state transition function to the 

input and the current state, obtaining an output and a new state. The new state becomes the current state in 

the next round.  

   The state transition function of the TWZR is a universal function, meaning that some of the inputs and 

data stored in the state may be arbitrary programs which act on other inputs and data. Thus, such a state 

machine represents a general (i.e., Turing complete) model of computation.  
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To achieve fault tolerance, the state machine may be replicated. A replicated state machine comprises a 

subnet of replicas, each of which is running a copy of the same state machine. A subnet should continue to 

function | and function correctly | even if some replicas are faulty.  

   Each replica in a subnet must process the same inputs in the same order. To achieve this, the replicas in 

a subnet must run a consensus protocol [Fis83], which ensures that all replicas in a subnet process inputs 

in the same order. Therefore, the internal state of each replica will evolve over time in exactly the same way, 

and each replica will produce exactly the same sequence of outputs. Note that an input to a replicated state 

machine on the TWZR may be an input generated by an external user, or an output generated by another 

replicated state machine. Similarly, an output of a replicated state machine may be either an output directed 

to an external user, or an input to another replicated state machine.  

  

 

III.1.1.3  Fault Models 

  

   In the distributed systems area of computer science, one typically considers two types of replica failures: 

crash faults and Byzantine faults. A crash fault occurs when a replica abruptly stops and does not resume. 

Byzantine faults are failures in which a replica may deviate in an arbitrary way from its prescribed protocol. 

Moreover, with Byzantine faults, one or possibly several replicas may be directly under the control of a 

malicious adversary who may coordinate the behaviour of these replicas. Of the two types of faults,  

Byzantine faults are potentially far more disruptive.  

   Protocols for consensus and for realizing replicated state machines typically make assumptions about 

how many replicas may be faulty and to what degree (crash or Byzantine) they may be faulty. In the TWZR, 

the assumption is that if a given subnet has n replicas, then less than n=3 of these replicas are faulty and 

these faults may be Byzantine. (Note that the different subnets in the TWZR may have different sizes.)  

  

 

III.1.1.4  Communication Models 

  

Protocols for consensus and for implementing replicated state machines also typically make assumptions 

about the communication model, which characterizes the ability of an adversary to delay the delivery of 

messages between replicas. At opposite ends of the spectrum, we have the following models:  

  

• In the synchronous model, there exists some known finite time-bound, such that any message 

sent, it will be delivered in less than time.  

  

• In the asynchronous model, for any message sent, the adversary can delay its delivery by any 

finite amount of time, so that there is no bound on the time to deliver a message.  

 

 

Since the replicas in a TWZR-subnet are typically distributed around the globe, the synchronous 

communication model would be highly unrealistic. Indeed, an attacker could compromise the correct 

behaviour of the protocol by delaying honest replicas or communication between them. Such an attack is 

generally easier to mount than gaining control over and corrupting an honest replica.  
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   In the setting of a globally distributed subnet, the most realistic and robust model is the asynchronous 

model. Unfortunately, there are no known consensus protocols in this model that are truly practical (more 

recent asynchronous consensus protocols, as in [MXC+16], attain reasonable throughput, but not very good 

latency). So like most other practical Byzantine fault tolerant systems that do not rely on synchronous 

communication (e.g., [CL99, BKM18, YMR+18]), the TWZR opts for a compromise: a partial synchrony 

communication model [DLS88]. Such partial synchrony models can be formulated in various ways. The 

partial synchrony assumption used by the TWZR says, roughly speaking, that for each subnet, 

communication among replicas in that subnet is periodically synchronous for short intervals of time; 

moreover, the synchrony bound does not need to be known in advance. This partial synchrony assumption 

is only needed to ensure that the consensus protocol makes progress (the so-called liveness property). The 

partial synchrony assumption is not needed to ensure the correct behaviour of consensus (the so-called 

safety property), nor is it needed anywhere else in the TWZR protocol stack.  

Under the assumption of partial synchrony and Byzantine faults, it is known that our bound of f < n=3 on the 

number of faults is optimal.  

 

  

III.1.1.5  Permission Models 

  

   The earliest protocols for consensus (e.g., PBFT [CL99]) were permissioned, in the sense that the replicas 

comprising a replicated state machine are governed by a centralized organization, which determines which 

entities provide replicas, the topology of the network, and possibly also implements some kind of centralized 

public-key infrastructure. Permissioned consensus protocols are typically the most efficient, and while they 

do avoid a single point of failure, centralized governance is undesirable for certain applications and it is 

antithetical to the spirit of the burgeoning Web3 era. More recently, we have seen the rise of permissionless 

consensus protocols, such as Bitcoin [Nak08], Ethereum [But13], and Algorand [GHM+17]. Such protocols 

are based on a blockchain and either a proof of work (PoW) (e.g., Bitcoin, Ethereum prior to v2.0) or a proof 

of stake (PoS) (e.g., Algorand, Ethereum v2.0). While such protocols are completely decentralized, they are 

much less efficient than permissioned protocols. We also point out that, as observed in [PSS17], PoW-

based consensus protocols such as Bitcoin cannot guarantee correctness (i.e., safety) in an asynchronous 

communication network.  

   The TWZR’s permission model is a hybrid model, obtaining the efficiency of a permissioned protocol while 

offering many of the benefits of a decentralized PoS protocol. This hybrid model is called a DAO-controlled 

network and (roughly speaking) works as follows: each subnet runs a permissioned consensus protocol, but 

a decentralized autonomous organization (DAO) determines which entities provide replicas, configures the 

topology of the network, provides a public-key infrastructure, and controls which version of the protocol is 

deployed to the replicas. The TWZR’s DAO is called the network Twizzler system (NTS) and is based on a 

PoS so that all decisions taken by the NTS are made by community members whose voting power is 

determined by how much of the TWZR’s native governance coins they have staked in the NTS (see Section 

1.8 for more in this coins). Through this PoSbased governance system, new subnets can be created, 

replicas may be added to or removed from existing subnets, software updates may be deployed, and other 

modifications to the TWZR may be affected. The NTS is itself a replicated state machine, which (like any 

other) runs on a particular subnet whose membership is determined via the same PoS-based governance 

system. The NTS maintains a database called the registry, which keeps track of the topology of the TWZR: 
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which replicas belong to which subnets, the public keys of the replicas, and so on. (See Section 1.10 for a 

few more details on the NTS.)  

   Thus, one sees that the TWZR’s DAO-controlled network allows the TWZR to achieve many of the 

practical benefits of a permissioned network (in terms of more efficient consensus) while maintaining many 

of the benefits of a decentralized network  (with governance controlled by a DAO).  

   The replicas running the TWZR protocol are hosted on servers in geographically distributed, 

independently operated data centres. This also bolsters the security and decentralized nature of the TWZR.  

  

 

III.11.6  Chain-key cryptography 

  

   The TWZR’s consensus protocol does, in fact, use a blockchain, but it also uses public key cryptography, 

specifically, digital signatures: the registry maintained by the NTS is used to bind public keys to replicas and 

subnets as a whole. This enables a unique and powerful collection of technologies that we call chain-key 

cryptography, which has several components.  

  

 

III.1.1.6.1  Threshold signatures 

  

   The first component of chain-key cryptography is threshold signatures: this is a well-established 

cryptographic technique that allows a subnet to have a public signature verification key whose 

corresponding secret signing key is split into shares, which are distributed among all of the replicas in a 

subnet in such a way that the shares held by the corrupt replicas do not let them forge any signatures, while 

the shares held by the honest replicas allow the subnet to generate signatures consistent with the policies 

and protocols of the TWZR.  

 

   One critical application of these threshold signatures is that  

an individual output of one subnet may be verified by another subnet or external user by simply 

validating a digital signature with respect to the public signature-verification key of the ( first) 

subnet.  

  

   Note that the public signature-verification key for a subnet may be obtained from the NTS  

--this public signature-verification key remains constant over the lifetime of a subnet (even as the 

membership of a subnet may change over that lifetime). This stands in contrast to many non-scalable 

blockchain-based protocols, which require the entire blockchain to be validated in order to validate any 

single output.  

   As we will see, these threshold signatures have a number of other applications within the TWZR. One 

such application is to give each replica in the subnet access to unpredictable pseudorandom bits (derived 

from such signatures). This is the basis for the Random Beacon used in consensus and the Random Tape 

used in an execution.  

   In order to securely deploy threshold signatures, the TWZR uses an innovative distributed key generation 

(DKG) protocol that constructs a public signature-verification key and provisions each replica with a share of 

the corresponding secret signing key and works within our fault and communication model.  
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III.1.1.6.2  Chain-evolution technology 

  

   Chain-key cryptography also includes a sophisticated collection of technologies for robustly and securely 

maintaining a blockchain-based replicated state machine over time, which together form what we call chain-

evolution technology. Each subnet operates in epochs of many rounds (typically on the order of a few 

hundreds of rounds). Using threshold signatures and a number of other techniques, chain-evolution 

technology implements many essential maintenance activities that are executed periodically with a cadence 

that is tied to epochs:  

  

Garbage collection: At the end of each epoch, all inputs that have been processed, and all 

consensus-level protocol messages needed to order those inputs, may safely be purged from the 

memory of each replica. This is essential in keeping the storage requirements for the replicas from 

growing without bounds. This is in contrast to many non-scalable blockchain-based protocols, where 

the entire blockchain from the genesis block must be stored.  

  

Fast forwarding: If a replica in a subnet falls very far behind its peers (because it is down or 

disconnected from the network for a long time), or a new replica is added to a subnet, it can be fast-

forwarded to the beginning of the most recent epoch, without having to run the consensus protocol 

and process all of the inputs up to that point. This is in contrast to many non-scalable blockchain-

based protocols, where the entire blockchain from the genesis block must be processed.  

  

Subnet membership changes: The membership of the subnet (as determined by the NTS, see 

Section 1.5) may change over time. This can only happen at an epoch boundary and needs to be 

done with care to ensure consistent and correct behaviour.  

  

Pro-active resharing of secrets: We mentioned above in Section 1.6.1 how the TWZR uses chain-

key cryptography | specifically, threshold signatures | for output verification. This is based on secret 

sharing, which avoids any single point of failure by splitting up a secret (in this case, a secret signing 

key) into shares that are stored among the replicas. At the beginning of each epoch, these shares are 

proactively reshared. This achieves two goals:  

  

• When the membership of a subnet changes, the resharing will ensure that any new members 

have an appropriate share of the secret, while any replicas that are no longer members no longer 

have a share of the secret.  

  

• If a small number of shares are leaked to an attacker in any one epoch, or even in every epoch, 

those shares will not do an attacker any good.  

  

Protocol upgrades: When the TWZR protocol itself needs to be upgraded, to x bugs or add new 

features, this can be done automatically using a special protocol at the beginning of an epoch.  
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III.1.1.7  Execution Models 
  

   As already mentioned, replicated state machines in the TWZR can execute arbitrary programs. The basic 

computational unit in the TWZR is called a canister, which is roughly the same as the notion of a process, in 

that it comprises both a program and its state (which changes over time).  

   Canister programs are encoded in WebAssembly, or Wasm for short, which is a binary instruction format 

for a stack-based virtual machine. Wasm is an open standard.1 While it was initially designed to enable 

high-performance applications on web pages, it is actually very well suited to general-purpose computation.  

   The TWZR provides a run-time environment for executing Wasm programs in a canister and 

communicating with other canisters and external users (via message passing). While, in principle, one can 

write a canister program in any language that may be compiled to Wasm, a language called EMUSK has 

been designed that is well aligned with the operational semantics of the TWZR. EMUSK is a strongly typed, 

actor-based2 programming language with built-in support for orthogonal persistence3 and asynchronous 

message passing. Orthogonal persistence simply means that all memory maintained by a canister is 

automatically persisted (i.e., it does not have to be written to a file). EMUSK has a number of productivity 

and safety features, including automatic memory management, generics, type inference, pattern matching, 

and both arbitrary and fixed-precision arithmetic.  

   In addition to EMUSK, the TWZR also provides a messaging interface definition language and wire format 

called EMT, for typed, high-level, and cross-language interoperability. This allows any two canisters, even if 

written in different high-level languages, to easily communicate with one another.  

   To fully support canister development in any given programming language, besides a Wasm compiler for 

that language, certain run-time support must also be provided. At present, in addition to EMUSK, the TWZR 

also fully supports canister development in the Rust programming language.  

  

 

III.1.1.8  Utility coins 

  

The TWZR makes use of a utility coin called TWZR. This coin is used for the following functions:  

  

Staking in the NTS: As already discussed in Section 1.5, TWZR coins may be staked in the NTS to acquire 

voting rights to participate in the DAO that controls the TWZR network. Users that have TWZR coins staked 

in the NTS and who participate in the NTS governance also receive newly minted TWZR coins as a voting 

reward. The amount of the award is determined by policies established and enforced by the NTS.  

  

Conversion to Cycles: TWZR is used to pay for the usage of the TWZR. More specifically, TWZR 

coins can be converted to cycles (i.e., burned), and these cycles are used to pay for creating canisters 

(see Section 1.7) and for the resources that canisters use (storage, CPU, and bandwidth). The rate at 

which TWZR is converted to cycles is determined by the NTS.  

  

Payment to Node Providers: TWZR coins are used to pay the node providers these are the entities 

that own and operate the computing nodes that host the replicas that make up the TWZR. At regular 

intervals (currently monthly), the NTS decides on the number of newly minted coins that each node 

provider should receive and sends the coins to the node provider’s account. Payment of coins is 
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conditioned on providing reliable service to the TWZR, according to specific policies established and 

enforced by the NTS.  

  

 

III.1.1.9  Boundary Nodes 

  

Boundary nodes provide the network edge services of the TWZR. In particular, they offer  

  

• clearly defined entry points to the TWZR,  

  

• denial of service protection for the TWZR,  

  

• seamless access to the TWZR from legacy clients (e.g., web browsers).  

  

   To facilitate seamless access to the TWZR from a legacy client, boundary nodes provide the functionality 

to translate a standard HTTPS request from a user to an ingress message directed toward a canister on the 

TWZR, and then route this ingress message to specific replicas on the subnet where this canister resides. 

Furthermore, boundary nodes offer additional services to improve the user experience: caching, load 

balancing, rate limiting, and the ability for legacy clients to authenticate responses from the TWZR.  

   A canister is identified by a URL on the Twizzler domain. Initially, a legacy client looks up the 

corresponding DNS record for the URL, obtains an IP address of a boundary node, and then sends an initial 

HTTPS request to this address. The boundary node returns a javascript-based \service worker" that will be 

executed in the legacy client. After this, all interactions between the legacy client and the boundary node will 

be done via this service worker.  

   One of the essential tasks carried out by the service worker is to authenticate responses from the TWZR 

using chain-key cryptography (see Section 1.6). To do this, the public verification key for the NTS is hard-

coded in the service worker.  

   The boundary node itself is responsible for routing requests to a replica on the subnet on which the 

specified canister is hosted. The information needed to perform this routing is obtained by the boundary 

node from the NTS. The boundary node keeps a list with replicas that provide timely replies and selects a 

random replica from this list.  

   All communication between legacy clients and boundary nodes and between  boundary nodes and 

replicas is secured via TLS.4  

   In addition to legacy clients, it is also possible to interact with boundary nodes using  

\TWZR native" clients, which already include the service-worker logic, and do not need to retrieve the 

service worker program from the boundary node.  

   Just as for replicas, the deployment and configuration of boundary nodes are controlled by the NTS.  

  

 

III.1.1.10 More details of the NTS 

  

As already mentioned in Section 1.5, the network Twizzler system (NTS) is an algorithmic governance 

system that controls the TWZR. It is realized by a set of canisters on a special system subnet. This subnet 
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is like any other subnet but is configured somewhat differently (as one example, canisters on the system 

subnet are not charged for the cycles they use). 

 

    Some of the most relevant NTS canisters are:  

• the registry canister, which stores the configuration of the TWZR, i.e., which replicas belong to 

which subnet, the public keys associated with subnets and individual replicas, and so on.  

  

• the governance canister, which manages the decision-making and voting on how the TWZR 

should be evolved, and  

  

• the ledger canister, which keeps track of the users’ TWZR utility coins accounts and the 

transactions between them.  

  

 

III.1.1.10.1  Decision-making on the NTS 

  

   Anyone can participate in NTS governance by staking TWZR coins in the so-called Twizzler. Twizzler 

holders can then suggest and vote on proposals, which are suggestions on how the TWZR should be 

changed, e.g., how the subnet topology or the protocol should be changed.  

The Twizzler’s voting power for decision-making is based on proof of stake. Intuitively, Twizzler with more 

staked TWZR coins has more voting power. However, the voting power also depends on some other 

Twizzler characteristics, e.g., more voting power is given to Twizzler holders that are committed to keeping 

their coins staked for a longer period of time.  

   Each proposal has a determined voting period. A proposal is adopted if at the voting period’s end, a 

simple majority of the total voting power has voted in favour of the proposal and these Yes-votes constitute 

a given quorum (currently 3%) of the total voting power. Otherwise, the proposal is rejected. In addition, a 

proposal is adopted or rejected at any point if an absolute majority (more than half of the total voting power) 

is in favour or against the proposal, respectively.  

   If a proposal is adopted, the governance canister automatically executes the decision.  

For example, if a proposal suggests changing the network topology and is adopted, the governance canister 

automatically updates the registry with the new configurations.  
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Figure 1 The layers of the Twizzler Ecosystem Protocol 

 

  

III.1.1.11   Work in progress 

  

   The architecture of the TWZR is still evolving and expanding. Here are a few new features that will be 

deployed soon:  

  

DAO-controlled canisters. Just like the overall configuration of the TWZR is controlled by the NTS, 

any canister may also be controlled by its own DAO, called the service Twizzler system (NTS). The 

DAO controlling a canister can control updates to the canister logic, as well as issue privileged 

commands to be carried out by the canister.  

  

Threshold ECDSA. ECDSA signatures [JMV01] are used in cryptocurrencies, such as Bitcoin and 

Ethereum, as well as in many other applications. While threshold signatures are already an essential 

ingredient in the TWZR, these are not threshold ECDSA signatures. This new feature will allow 

individual canisters to control an ECDSA signing key, which is securely distributed among all of the 

replicas on the subnet hosting the canister.  

  

Bitcoin and Ethereum integration. Building on the new threshold ECDSA feature, this feature will 

allow canisters to interact with the Bitcoin and Ethereum blockchains, including the ability to sign 

transactions.  

  

HTTP integration. This feature will allow canisters to read arbitrary web pages (external to the 

TWZR).  
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III.1.2   Architecture Overview 
  

As illustrated in Figure 1, the Twizzler Ecosystem Protocol consists of four layers:  

  

• peer-to-peer layer (see Section 4);  

  

• consensus layer (see Section 5);  

  

• routing layer (see Section 6);  

• execution layer (see Section 7).  

  

Chain-key cryptography impacts several layers and is discussed in detail in Sections 3 (threshold 

signatures) and 8 (chain-evolution technology).  

 

III.1.2.1  Peer-to-peer layer 
  

The peer-to-peer layer’s task is to transport protocol messages between the replicas in a subnet. These 

protocol messages consist of  

  

• messages used to implement consensus,  

  

• input messages generated by an external user.  

  

Basically, the service provided by the peer-to-peer is a \best effort" broadcast channel:  

  

if an honest replica broadcasts a message, then that message will eventually be received by all 

honest replicas in the subnet.  

  

Design goals include the following:  

  

• Bounded resources. All algorithms must work with bounded resources (memory, bandwidth, 

CPU).  

  

• Prioritization. Different messages may be treated with different priorities, depending on certain 

attributes (e.g., type, size, round), and these priorities may change over time.  

  

• Efficiency. High throughput is more important than low latency.  

  

• DOS/SPAM resilience. Corrupt replicas should not prevent honest replicas from communicating 

with one another.  
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III.1.2.2  Consensus layer 
  

   The job of the consensus layer of the TWZR is to order inputs so that all replicas in a subnet will process 

such inputs in the same order. There are many protocols in the literature for this problem. The TWZR uses a 

new consensus protocol, which is described here at a high level.  

   Any secure consensus protocol should guarantee two properties, which (roughly stated) are:  

  

• safety: all replicas in fact agree on the same ordering of inputs, and  

  

• liveness: all replicas should make steady progress.  

  

The TWZR consensus protocol is designed to be  

  

• extremely simple, and  

  

• robust: performance degrades gracefully when some replicas are malicious.  

   

  

  

As discussed above, we assume f < n=3 faulty (i.e., Byzantine) replicas. Also, liveness holds under a partial 

synchrony assumption, while safety is guaranteed, even in a completely asynchronous network.  

   Like many consensus protocols, the TWZR consensus protocol is based on a blockchain. As the protocol 

progresses, a tree of blocks is grown, starting from a special genesis block that is the root of the tree. Each 

non-genesis block in the tree contains (among other things) a payload, consisting of a sequence of inputs, 

and a hash of the block’s parent in the tree. The honest replicas have a consistent view of this tree: while 

each replica may have a different, partial view of this tree, all the replicas have a view of the same tree. In 

addition, as the protocol progresses, there is always a path of finalized blocks in this tree. Again, the honest 

replicas have a consistent view of this path: while each replica may have a different, partial view of this path, 

all the replicas have a view of the same path. The inputs in the payloads of the blocks along this path are 

the ordered inputs that will be processed by the execution layer of the Twizzler Ecosystem.  

   The protocol proceeds in rounds. In round h of the protocol, one or more blocks of height h are added to 

the tree. That is, the blocks added in round h are always at a distance of exactly h from the root. In each 

round, a pseudo-random process is used to assign each replica a unique rank, which is an integer in the 

range 0; : : : ; n - 1. This pseudo-random process is implemented using a Random Beacon (this makes use 

of threshold signatures, mentioned above in Section 1.6.1 and discussed in more detail in Section 3). The 

replica of the lowest rank is the leader of that round. When the leader is honest and the network is 

synchronous, the leader will propose a block, which will be added to the tree; moreover, this will be the only 

block added to the tree in this round and it will extend the finalized path. If the leader is not honest or the 

network is not synchronous, some other replicas of higher rank may also propose blocks, and also have 

their blocks added to the tree. In any case, the logic of the protocol gives the highest priority to the leader’s 

proposed block and some blocks or blocks will be added to this tree in this round. Even if the protocol 

proceeds for a few rounds without extending the finalized path, the height of the tree will continue to grow 

with each round, so that when the finalized path is extended in round h, the finalized path will be of length h. 
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As a consequence of this, even if the latency occasionally increases because of faulty replicas or 

unexpectedly high network latency, the throughput of the protocol remains essentially  

constant.  

  

   The consensus protocol relies on digital signatures to authenticate messages sent between replicas. To 

implement the protocol, each replica is associated with a public verification key for a signature scheme. The 

association of replicas to public keys is obtained from the registry maintained by the NTS.  

  

 

III.1.2.3  Message routing 
  

   As discussed in Section 1.7, the basic computational unit in the TWZR is called a canister.  

The TWZR provides a run-time environment for executing programs in a canister and communicating with 

other canisters and external users (via message passing).  

   The consensus layer bundles inputs into payloads, which get placed into blocks, and as blocks are 

finalized, the corresponding payloads are delivered to the message routing layer, then processed by the 

execution environment, which updates the state of the canisters on the replicated state machine and 

generates outputs, and these outputs are processed by the message routing layer.  

 

It is useful to distinguish between two types of inputs:  

  

ingress messages: these are messages from external users;  

  

cross-subnet messages: these are messages from canisters on other subnets.  

  

We can also distinguish between two types of outputs:  

  

ingress message responses: these are responses to ingress messages (which may be retrieved by 

external users);  

  

cross-subnet messages: these are messages to canisters on other subnets.  

  

   Upon receiving a payload from consensus, the inputs in that payload are placed into various input queues. 

For each canister C running on a subnet, there are several input queues | there is one queue specifically for 

ingress messages to C, and each other canister C0, with whom C communicates, gets its own queue. (In the 

case where C0 is not located on the same subnet as C, these are cross-subnet messages.) In each round, 

the execution layer will consume some of the inputs in these queues, update the replicated state of the 

relevant canisters, and place outputs in various output queues. For each canister C running on a subnet, 

there are several output queues | each other canister C0, with whom C communicates, gets its own queue. 

(In the case where C0 is not located on the same subnet as C, these are cross-subnet messages.) The 

message routing layer will take the messages in these output queues and place them into subnet-to-subnet 

streams to be processed by a cross-net transfer protocol, whose job it is to actually transport these 

messages to other subnets.  
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   In addition to these output queues, there is also an ingress history data structure. Once an ingress 

message has been processed by a canister, a response to that ingress message will be recorded in this 

data structure. At that point, the external user who provided the ingress message will be able to retrieve the 

corresponding response. (Note that ingress history does not maintain the full history of all ingress 

messages.)  

   Note that the replicated state comprises the state of the canisters, as well as \system state", including the 

above-mentioned queues and streams, as well as the ingress history data structure. Thus, both the 

message routing and execution layers are involved in updating and maintaining the replicated state of a 

subnet. It is essential that all of these states are updated in a completely deterministic fashion so that all 

replicas maintain exactly the same state.  

   Also note that the consensus layer is decoupled from the message routing and execution layers, in the 

sense that any forks in the consensus blockchain are resolved before their payloads are passed to message 

routing, and in fact, consensus does not have to keep in lockstep with message routing and consensus and 

is allowed to run a bit ahead.  

  

 

III.1.2.3.1  Per-round certified state 

  

In each round, some of the states of a subnet will be certified. The per-round certified state is certified using 

chain-key cryptography. Among other things, the certified state in a given round consists of  

• cross-subnet messages that were recently added to the subnet-to-subnet streams;  

  

• other metadata, including the ingress history data structure.  

  

 The per-round certified state is certified using a threshold signature (see Section 1.6.1). Per-round certified 

state is used in several ways in the TWZR:  

  

• Output authentication. Cross-subnet messages and responses to ingress messages are 

authenticated using a per-round certified state.  

  

• Preventing and detecting non-determinism. Consensus guarantees that each replica processes 

inputs in the same order. Since each replica processes these inputs deterministically, each replica 

should obtain the same state. However, the TWZR is designed with an extra layer of robustness to 

prevent and detect any (accidental) non-deterministic computation, should it arise. The per-round 

certified state is one of the mechanisms used to do this.  

  

• Coordination with consensus. The per-round certified state is also used to coordinate the 

execution and consensus layers, in two different ways:  

  

{ If consensus is running ahead of execution (whose progress is determined by the last round whose 

state is certified), consensus will be \throttled".  

  

{ Inputs to consensus must pass certain validity checks, and these validity checks may depend on 

the certified state, which all replicas must agree upon.  
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III.1.2.3.2  Query calls vs update calls 

  

   As we have described it so far, ingress messages must pass through consensus so that they are 

processed in the same order by all replicas on a subnet. However, an important optimization is available to 

those ingress messages whose processing does not modify the replicated state of a subnet. These are 

called query calls | as opposed to other ingress messages, which are called update calls. Query calls are 

allowed to perform computations which read and possibly update the state of a canister, but any updates to 

the state of a canister are never committed to the replicated state. As such, a query call may be processed 

directly by a single replica without passing through consensus, which greatly reduces the latency for 

obtaining a response from a query call.  

    In general, a response to a query call is not recorded in the ingress history data structure, and therefore 

cannot be authenticated using the per-round certified state mechanism as described above. However, the 

TWZR makes it possible for canisters to store data (while processing update calls) in special certified 

variables, which can be authenticated by this mechanism; as such, query calls that return as their value a 

certified variable can still be authenticated.  

  

 

III.1.2.3.3  External user authentication 

  

   One of the main differences between an ingress message and a cross-subnet message is the mechanism 

used for authenticating these messages. While chain-key cryptography is used to authenticate cross-subnet 

messages, a different mechanism is used to authenticate ingress messages from external users.  

   There is no central registry for external users. Rather, an external user identifies himself to a canister 

using a user identifier (aka principal), which is a hash of a public signature-verification key. The user holds a 

corresponding secret signing key, which is used to sign ingress messages. Such a signature, as well as the 

corresponding public key, is sent along with the ingress message. The TWZR automatically authenticates 

the signature and passes the user identifier to the appropriate canister. The canister may then authorize the 

requested operation, based on the user identifier and other parameters to the operation specified in the 

ingress message.  

   First-time users generate a key pair and derive their user identifier from the public key during their first 

interaction with the TWZR. Returning users are authenticated using the secret key that is stored by the user 

agent. A user may associate several key pairs with a single user identity, using signature delegation. This is 

useful, as it allows a single user to access the TWZR from several devices using the same user identity.  

  

 

III.1.2.4  Execution layer 
  

   The execution layer processes one input at a time. This input is taken from one of the input queues and is 

directed to one canister. Based on this input and the state of the canister, the execution environment 

updates the state of the canister and additionally may add messages to output queues and update the 

ingress history (possibly with a response to an earlier ingress message).  
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   Each subnet has access to a distributed pseudorandom generator (PRG). Pseudorandom bits are derived 

from a seed that itself is a threshold signature called the  

Random Tape (see Section 1.6.1 and more detail in Section 3). There is a different  Random Tape for each 

round of the consensus protocol.  

 

The basic properties of the random tape are:  

1. Before a block at height h is finalized by any honest replica, the Random Tape at height h + 1 is 

guaranteed to be unpredictable.  

  

2. By the time block at height h + 1 is finalized by any honest replica, that replica will typically have 

all the shares it needs to construct the Random Tape at height h + 1.  

  

   To obtain pseudorandom bits, a subnet must make a request for these bits via a \system call" from the 

execution layer in some round, say h. The system will then respond to that request later, using the Random 

Tape at height h+1. By property (1) above, it is guaranteed that the requested pseudorandom bits are 

unpredictable at the time the request is made. Consensus will actually deliver to message routing both the 

Random Tape and payload at h + 1 at the same time; by property (2) above, this will typically not incur any 

additional delay.  

  

 

III.1.2.5  Putting it all together 

  

We trace through the typical flow to process a user request on the TWZR.  

  

Query call  

  

1. A user’s query call M to a canister C is sent by the user’s client to a boundary node (see Section 

1.9), and the boundary node sends M to a replica on the subnet that hosts canister C. After receiving 

M, this replica will compute the response and send it back to the user via the boundary node.  

  

Update call  

  

1. A user’s request M to a canister C is sent by the user’s client to a boundary node (see Section 

1.9), and the boundary node sends M to a replica on the subnet that hosts canister C.  

  

2. After receiving M, this replica will broadcast M to all other replicas on the subnet, using the peer-

to-peer layer (see Section 2.1).  

  

3. Having received M, the leader for the next round of consensus (see Section 2.2) will bundle M 

with other inputs to form the payload for block B that the leader proposes.  
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4. Sometime later, block B is finalized and the payload is sent to the message routing layer (see 

Section 2.3) for processing. Note that the peer-to-peer layer is also used by consensus to finalize this 

block.  

  

5. The message routing layer will place M in the input queue of the canister C.  

  

6. Sometime later, the execution layer (see Section 2.4) will process M, updating the internal 

state of the canister C. 

 

In some situations, canister C will be able to immediately compute a response R to the request 

M. In this case, R is placed in the ingress history data structure. 

 

In other situations, processing the request M may require requesting another canister. In this 

example, let us suppose that to process this particular request M, the canister C must make a 

request MU to another canister CU that resides on another subnet. For this second request, MU will 

be placed in the output queue of C, and then the following steps are performed. 

 

7. Sometime later, message routing will move MU into an appropriate cross-subnet stream, and this 

will eventually be transported to the subnet hosting CU.  

 

8. On the second subnet, the request MU will be obtained from the first subnet, and eventually, 

pass through consensus and message routing on the second subnet and then be processed by 

execution. The execution layer will update the internal state of the canister CU and generate a 

response RU to the request MU. The response RU will go in the output queue of canister CU, and 

eventually be placed in a cross subnet stream and transported back to the first subnet.  

  

9. Back on the first subnet, the response R0 will be obtained from the second subnet, and 

eventually, pass through consensus and message routing on the first subnet and then be processed 

by execution. The execution layer will update the internal state  

of canister C and generate a response R to the original request message M. This response will be 

recorded in the ingress history data structure.  

  

   Regardless of which execution path is taken, the response R to request M will eventually be recorded in 

the ingress history data structure on the subnet that hosts canister C. To obtain this response, the user’s 

client must perform a kind of \query call" (see Section 2.3.2). As discussed in Section 2.3.1, this response 

will be authenticated via chain-key cryptography (specifically, using a threshold signature). The 

authentication logic itself (i.e., threshold signature verification) will be performed by the client using the 

service worker originally obtained by the client from the boundary node. 
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III.1.3   Chain-key cryptography I: threshold signatures 
  

A critical component of the TWZR’s chain-key cryptography is a threshold signature scheme [Des87]. The 

TWZR uses threshold signatures for a number of purposes. Let n be the number of replicas in a subnet and 

let f be a bound on the number of corrupt replicas.  

  

• The Consensus Layer makes use of an (f + 1)-out-of-n threshold signature to realize a random 

beacon (see Section 5.5).  

  

• The Execution Layer makes use of an (f + 1)-out-of-n threshold signature to realize a random 

tape, which is used to provide unpredictable pseudorandom numbers to canisters (see Section 7.1).  

  

• The Execution Layer makes use of an (n f)-out-of-n threshold signature to certify the replicated 

state. This is used both to authenticate the outputs of a subnet (see Section 6.1) and to implement the 

fast-forwarding feature of the TWZR’s chain evolution technology (see Section 8.2).  

  

   For the first two applications (the random beacon and random tape), it is essential that the threshold 

signatures are unique, i.e., for a given public key and message, there is only one valid signature. This is 

required as we use the signature as a seed to a pseudorandom generator, and all replicas who compute 

such a threshold signature must agree on the same seed.  

  

 

III.1.3.1  Threshold BLS signatures 
  

We implement threshold signatures based on the BLS signature scheme [BLS01], which  is trivial to adapt to 

the threshold setting.  

   The ordinary (i.e., non-threshold) BLS signature scheme makes use of two groups, G and GU, both of 

prime order q. We assume that G is generated by g 2 G and GU is generated by gU 2 GU. We also assume a 

hash function HG0 that maps its inputs to G0 (and which is modelled as a random oracle). The secret signing 

key is an element x 2 Zq and the public verification key is V:= gx 2 G.  

   In the non-threshold setting, to sign a message  m, the signer computes h0 HG0 (m) 2 G0 and then 

computes the signature:= (h0)x 2 G0. To verify that such a signature is valid, one must test if logh0 = logg V . 

To be able to perform this test efficiently, the BLS scheme uses the notion of a pairing on the groups G and 

G0, which is an algebraic operation that is available when G and G0 are elliptic curves of a special type. We 

shall not be able to go into the details of pairings and elliptic curves here. See [BLS01] for more details. BLS 

signatures have the nice property (mentioned above) that signatures are unique.  

   In the t-out-of-n threshold setting, we have n replicas, any t of which may be used to generate a signature 

on a message. In somewhat more detail, each replica Pj holds a share xj 2 Zq of the secret signing key x 2 

Zq, which is privately held by Pj, while the group element Vj:= gx
j is publicly available. The shares (x1; : : : ; 

xn) are a t-out-of-n secret-sharing of x (see Section 3.4).  

 

Given a message m, replica Pj can generate a signature share  
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j := (h0)x
j 2 G0; 

  

where h0:= HG0 (m) as before. To verify that such a signature share is valid, one must test if logh0 j = logg Vj. 

Computing the discrete loTWZRthms is intractable, but this can be checked using a pairing | in fact, this is 

exactly the same as the validity test for an ordinary BLS signature with public key Vj.  

 

This scheme satisfies the following reconstruction property:  

  

Given any collection of t valid signature shares j on a message m (contributed by distinct replicas), we 

can efficiently compute a valid BLS signature on m under the public verification key.  

  

In fact, can be computed as  

Y j j ; (1) 
j  

 

 

where the j’s can be efficiently computed just from the indices of the t-contributing replicas.  

  

Under reasonable intractability assumptions for G, and modelling HG0 as a random oracle, this 

scheme satisfies the following security property:  

  

Assume that at most f replicas may be corrupted by an adversary. Then it is infeasible for the 

adversary to compute a valid signature on a message unless it obtains signature shares on that 

message from at least t f honest replicas.  

  

III.1.3.2  Distributed key distribution 
  

    To implement threshold BLS, we need a way to distribute the shares of the secret signing key to the 

replicas. One way to do this would be to have a trusted party compute all of these shares directly and 

distribute them to all the replicas. Unfortunately, this would create a single point of failure. Instead, we use a 

distributed key generation (DKG) protocol, which allows the replicas to essentially carry out the logic of such 

a trusted party using a secure distributed protocol.  

   We sketch the high-level ideas of the protocol currently implemented. We refer the reader to [Gro21] for 

more details. The DKG protocol used is essentially non-interactive.  

 

It uses two essential ingredients:  

• a publicly verifiable secret sharing (PVSS) scheme, and  

  

• a consensus protocol.  
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Although any consensus protocol could be used, not surprisingly, the one we use is that in Section 5 (see 

also Section 8).  

  

 

III.1.3.3  Assumptions 
  

The basic assumptions made are the same as outlined in Section 1:  

  

• asynchronous communication, and  

  

• f < n=3.  

  

We only indirectly make use of a partial synchrony assumption (as in Section 5.1) to ensure that the 

consensus protocol attains liveness.  

   We also assume that for a t-out-of-n threshold signature scheme, we have  

f < t   n  f; 

  

which (among other things) ensures that (1) the corrupt replicas cannot sign all by themselves, and (2) the 

honest replicas can sign all by themselves.  

   We also assume that every replica is associated with some public key, where each replica also holds the 

corresponding private key. One public key is the signing key (the same one as in Section 5.4). Another 

public key is a public encryption key for a specific public-key encryption scheme needed to implement the 

PVSS scheme (details follow).  

  

III.1.3.4   PVSS scheme 
 

 

Let G be the group of prime order q generated by g 2 G introduced above. Let s 2 Zq be a secret. Recall that 

a t-out-of-n Shamir secret-sharing of s is a vector (s1; : : : ; sn) 2 Zn
q, where 

 

sj := a(j)  (j = 1; : : : ; n): 

  

and  

   a(x) := a0 + a1x +  + at  1xt  1 2 Zq[x]  

is a polynomial of a degree less than t with a0:= s. The key properties of such secret sharing are  

  

• from any collection of t of the sj’s, we can efficiently compute (via polynomial  interpolation) the 

secret s = a0 = a(0), and  

• if a1; : : : ; at 1 are chosen uniformly and independently over Zq, then any collection of fewer than 

t of the sj’s reveals no information about the secret s.  
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At a high level, a PVSS scheme allows one replica, Pi, called the dealer, to take such a sharing, and 

compute an object called a dealing, which contains  

  

• a vector of group elements (A0; : : : ; At  1), where Ak := ga
k for k = 0; : : : ; t 1,  

  

  

• a vector of ciphertexts (c1; : : : ; cn), where cj is the encryption of sj under Pj’s public encryption 

key,  

  

• a non-interactive zero-knowledge proof that each cj does indeed encrypt such a share | more 

precisely, that each cj decrypts the value sj satisfying  

  

 

    

       t 1   

gs
j =  Aj

k = ga(j): (2) 

    k  

 =0   

 

   We note that to establish the overall security of our DKG protocol, the PVSS scheme must provide an 

appropriate level of chosen ciphertext security. Specifically, the dealer must embed its identity as associated 

data in the dealing, and the encrypted shares must remain hidden, even under a chosen ciphertext attack 

wherein an adversary is allowed to decrypt arbitrary dealings which are decrypted under associated data 

that is distinct from the associated data used to create the dealing.  

   It is easy to realize a PVSS scheme if one is not too concerned about efficiency. The idea is to use an 

ElGamal-like encryption scheme to encrypt each sj bit by bit, and then use a standard non-interactive zero-

knowledge proof for the relation (2), which would be based on a standard application of the Fiat-Shamir 

transform (see [FS86]) to an appropriate Sigma protocol (see [CDS94]). While this yields a polynomial-time 

scheme, it is not that practical. However, there are many possible ways to optimize this type of scheme. See 

[Gro21] for the details on the highly optimized PVSS scheme used in the TWZR.  

  

III.1.3.5  The basic DKG protocol 
  

Using the PVSS scheme and a consensus protocol, the basic DKG protocol is very simple.  

  

1. Each replica broadcasts a signed dealing of a random secret to all other replicas.  

  

Such a signed dealing includes a dealing, along with the identity of the dealer and a signature 

on the dealing under the dealer’s public signing key.  

  

Such a signed deal is called valid if it has the right syntactic form, and the signature and non-

interactive zero-knowledge proof are valid.  

  



 
 

43 | P a g e  
 

 

2. Using consensus the replicas agree on a set S of f + 1 valid signed dealings (from distinct 

dealers).  

  

3. Suppose that the ith dealing in the set S contains the vector of group elements (Ai;0; : : : ; Ai;t 1) 

and the vector of ciphertexts (ci;1; : : : ; ci;n).  

 Then the public verification key for the threshold signature scheme is  

                                                                                    Y  

   V :=  Ai;0:  

                                                                                     i  

  

Note that the secret signing key is implicitly defined as  

  

                                                                           x := logg V:  

  

 Pj’s share of the secret signing key x is  

                                                                                  X  

                                                                         xj :=  si;j; 

                                                                                    i   

where si;j is the decryption of ci;j under Pj’s secret decryption key.  

The public verification key for replica Pj is  

 

                                                                          t 1 

Vj := Y Y
 A

j
i;kk = g

x
j : 

i k=0 

 

 

   Note that the shares xj comprise a t-out-of-n Shamir secret-sharing of x. As such, the j values appearing in 

(1) are just Lagrange interpolation coefficients. This establishes the reconstruction property stated in 

Section 3.1. As for the security property stated in Section 3.1, this can be proved to hold modelling HG0 as a 

random oracle, and assuming that the PVSS scheme is secure and that the groups G and GU (with a 

pairing) satisfy a certain type of one-more Di e-Hellman hardness assumption, which can be stated as 

saying that no efficient adversary can win the following game with non-negligible probability:  

  

The challenger chooses 1; : : : ; k 2 Zq and 1; : : : ; ‘ 2 Zq at random, and  gives fg i gk
i=1 and f(g0) j g‘

j=1 to the 

adversary.  

The adversary makes a sequence of queries to the challenger, each of which is a vector of the form f i;jgi;j, 

to which the challenger responds with  

 

Y (g0) i j   i;j  : 
i;j 
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To end the game, the adversary outputs a vector f i;jgi;j and a group element h0 2 G0, and wins the game if  

 

h0  = Y (g0) i j i;j 

                                   i;j 

 

 

and the output vector f i;jgi;j is not a linear combination of the query vectors.  

  

While this type of one-more Di e-Hellman assumption is needed in the case where t > f + 1, one can get by 

with a weaker assumption when t = f + 1 (the so-called co-CDH assumption, on which the security of the 

ordinary BLS scheme is based).  

  

 

III.1.3.6  A resharing protocol 

  

   The basic DKG protocol can be easily modified so that instead of creating a sharing of a fresh random 

secret x, it instead creates a fresh, random sharing of a previously shared secret.  

  

• Step 1 of the basic protocol is modified so that each replica broadcasts a signed deal of its 

existing share.  

• Step 2 is modified so that a set of t valid signed dealings is agreed upon. Also, each dealing is 

verified to ensure that it is indeed a dealing of the appropriate existing share (this means that the 

value of Ai;0 in the ith dealing should be equal to the old value of Vi).  

• In Step 3, the computation of the new xj (and Vj) values weight the sum (and product) on i 

Lagrange interpolation coefficients.  
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III.1.4   Peer-to-peer layer 
  

The peer-to-peer layer’s task is to transport protocol messages between the replicas in a subnet. These 

protocol messages consist of  

  

• messages used to implement consensus, e.g., block proposals, notarizations, etc.  

(see Section 5);  

  

• ingress messages (see Section 6).  

  

Basically, the service provided by the peer-to-peer is a \best e ort" broadcast channel:  

  

if an honest replica broadcasts a message, then that message will eventually be received by all 

honest replicas in the subnet.  

  

Design goals include the following:  

  

• Bounded resources. All algorithms must work with bounded resources (memory, bandwidth, 

CPU).  

  

• Prioritization. Different messages may be treated with different priorities, depending on certain 

attributes (e.g., type, size, round), and these priorities may change over time.  

  

• Efficiency. High throughput is more important than low latency.  

  

• DOS/SPAM resilience. Corrupt replicas should not prevent honest replicas from communicating 

with one another.  

  

   Observe that in the consensus protocol, some messages, notably block proposals (which can be quite 

large), will be rebroadcast by all replicas. This is necessary to ensure the correct behaviour of that protocol. 

However, if implemented naively, this would be a huge waste of resources. To avoid having all replicas 

broadcasting the same message, the peer-to-peer layer makes use of an advertise-request-deliver 

mechanism. Instead of broadcasting a (large) message directly, it will instead broadcast a (small) 

advertisement for the message: if a replica receives such an advertisement, has not already received it, and 

deems the message to be important, it will request that the message is delivered. This strategy decreases 

bandwidth utilization at the cost of higher latency. For small messages, this trade-o is not worthwhile, and it 

makes more sense to just send the message directly, rather than an advertisement.  

  

   For relatively small subnets, a replica that wishes to broadcast a message will send an advertisement to 

all replicas in the subnet, each of which may then request that the message is delivered. For larger subnets, 

this advertise-request-deliver mechanism may operate over an overlay network. An overlay network is a 

connected, undirected graph whose vertices comprise the replicas in a subnet. Two replicas are peers if 

there is an edge connecting them in this graph, and a replica only communicates with its peers. So when a 

replica wishes to broadcast a message, it sends an advertisement for that message to its peers. Those 



 
 

46 | P a g e  
 

 

peers may request that the message be delivered, and upon receiving the message, if certain conditions are 

met, those peers will advertise the message to their peers. This is essentially a gossip network. This 

strategy again decreases bandwidth utilization at the cost of even higher latency.  
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III.1.5   Consensus Layer 
  

   The job of the consensus layer of the TWZR is to order inputs so that all replicas in a subnet will process 

such inputs in the same order. There are many protocols in the literature for this problem. The TWZR uses a 

new consensus protocol, which is described here at a high level.  

   For more details, see the paper [CDH+21] (in particular, Protocol TWZRC1 in that paper).  

 Any secure consensus protocol should guarantee two properties, which (roughly stated) are:  

  

• safety: all replicas in fact agree on the same ordering of inputs, and  

  

• liveness: all replicas should make steady progress.  

  

The paper [CDH+21] proves that the TWZR consensus protocol satisfies both of   these properties  

The TWZR consensus protocol is designed to be  

  

• extremely simple, and  

  

• robust: performance degrades gracefully when some replicas are malicious.  

 

 

III.1.5.1  Assumptions 

  

As discussed in the introduction, we assume  

  

• a subnet of n replicas, and  

  

• at most f < n=3 of the replicas are faulty.  

  

Faulty replicas may exhibit arbitrary, malicious (i.e., Byzantine) behaviour.  

   We assume that communication is asynchronous, with no a priori bound on the delay of messages sent 

between replicas. In fact, the scheduling of message delivery may be completely under adversarial control. 

The TWZR consensus protocol guarantees safety under this very weak communication assumption. 

However, to guarantee liveness, we need to assume a form of partial synchrony, which (roughly stated) 

says that the network will be periodically synchronous for short intervals of time. In such intervals of 

synchrony, all undelivered messages will be delivered in less than time, for some xed bound. The bound 

does not have to be known in advance (the protocol is initialized with a reasonable bound, but will 

dynamically adapt and increase this bound if it is too small). Regardless of whether we are assuming an 

asynchronous or a partially synchronous network, we assume that every message sent from one honest 

replica to another will eventually be delivered.  
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III.1.5.2  Protocol overview 
  

   Like many consensus protocols, the TWZR consensus protocol is based on a blockchain. As the protocol 

progresses, a tree of blocks is grown, starting from a special genesis block that is the root of the tree. Each 

non-genesis block in the tree contains (among other things) a payload, consisting of a sequence of inputs, 

and a hash of the block’s parent in the tree. The honest replicas have a consistent view of this tree: while 

each replica may have a different, partial view of this tree, all the replicas have a view of the same tree. In 

addition, as the protocol progresses, there is always a path of finalized blocks in this tree. Again, the honest 

replicas have a consistent view of this path: while each replica may have a different, partial view of this path, 

all the replicas have a view of the same path. The inputs in the payloads of the blocks along this path are 

the ordered inputs that will be processed by the execution layer of the Twizzler Ecosystem (see Section 7).  

   The protocol proceeds in rounds. In round h of the protocol, one or more blocks of height h are added to 

the tree. That is, the blocks added in round h are always at a distance of exactly h from the root. In each 

round, a pseudo-random process is used to assign each replica a unique rank, which is an integer in the 

range 0; : : : ; n 1. This pseudo-random process is implemented using a random beacon (see Section 5.5 

below). The replica of the lowest rank is the leader of that round. When the leader is honest and the network 

is synchronous, the leader will propose a block, which will be added to the tree; moreover, this will be the 

only block added to the tree in this round and it will extend the finalized path. If the leader is not honest or 

the network is not synchronous, some other replicas of higher rank may also propose blocks, and also have 

their blocks added to the tree. In any case, the logic of the protocol gives the highest priority to the leader’s 

proposed block and some blocks or blocks will be added to this tree in this round. Even if the protocol 

proceeds for a few rounds without extending the finalized path, the height of the tree will continue to grow 

with each round, so that when the finalized path is extended in round h, the finalized path will be of length h. 

As a consequence of this, even if the latency occasionally increases because of faulty replicas or 

unexpectedly high network latency, the throughput of the protocol remains essentially constant.  

  

 

III.1.5.3  Additional properties 

  

   An additional property enjoyed by the TWZR consensus protocol (just like PBFT [CL99] and HotStu 

[YMR+18], and unlike others, such as Tendermint [BKM18]) is optimistic responsiveness [PS18], which 

means that when the leader is honest, the protocol may proceed at the pace of the actual network delay, 

rather than some upper bound on the network delay.  

   We note that the simple design of the TWZR consensus protocol also ensures that its performance 

degrades quite gracefully when and if Byzantine failures actually do occur. As pointed out in [CWA+09], 

much of the recent work on consensus has focused so much on improving the performance in the 

\optimistic case" where there are no failures, that the resulting protocols are dangerously fragile, and may 

become practically unusable when failures do occur. For example, [CWA+09] show that the throughput of 

existing implementations of PBFT drops to zero under certain types of (quite simple) Byzantine behaviour. 

The paper [CWA+09] advocates for robust consensus, in which peak performance under optimal conditions 

is partially sacrificed in order to ensure reasonable performance when some parties actually are corrupt (but 

still assuming the network is synchronous). The TWZR consensus protocols are indeed robust in the sense 

of [CWA+09]: in any round where the leader is corrupt (which itself happens with a probability less than 
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1=3), the protocol will actively allow another party to take over as leader for that round, with very little fuss, 

to move the protocol forward to the next round in a timely fashion.  

  

 

III.1.5.4  Public keys 

  

   To implement the protocol, each replica is associated with a public key for the BLS signature scheme 

[BLS01], and each replica also holds the corresponding secret signing key. The association of replicas to 

public keys is obtained from the registry maintained by the NTS (see Section 1.5). These BLS signatures 

will be used to authenticate messages sent by replicas.  

   The protocol also uses the signature aggregation feature of BLS signatures [BGLS03], which allows many 

signatures on the same message to be aggregated into a compact multi-signature. The protocol will use 

these multi-signatures for notarizations (see Section 5.7) and finalizations (see Section 5.8), which are 

aggregations of n f signatures on messages of a certain form.  

  

 

III.1.5.5  Random Beacon 

  

In addition to BLS signatures and multi-signatures as discussed above, the protocol makes use of a BLS 

threshold signature scheme to implement the above-mentioned random beacon. The random beacon for 

height h is a (f + 1)-threshold signature on a message unique to height h. In each round of the protocol, 

each replica broadcasts its share of the beacon for the next round, so that when the next round begins, all 

replicas should have enough shares to reconstruct the beacon for that round. As discussed above, the 

random beacon at height h is used to assign a pseudo-random rank to each replica that will be used in 

round h of the protocol. Because of the security properties of the threshold signature, an adversary will not 

be able to predict the ranking of the replicas more than one round in advance, and these rankings will 

effectively be as good as random. See Section 3 for more on BLS threshold signatures.  

  

 

III.1.5.6  Block Making 

  

   Each replica may at different points in time play the role of a block maker. As a block maker in round h, 

the replica proposes a block B of height h that is to be a child of a block B0 of height h 1 in the tree of blocks. 

To do this, the block maker first gathers together a payload consisting of all inputs it knows about (but not 

including those already included in payloads in blocks in the path through the tree ending at B0). The block 

B consists of  

  

  

• the payload,  

  

• the hash of B0,  

  

• the rank of the block maker,  
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• the height h of the block.  

  

After forming block B, the block maker forms a block proposal, consisting of  

  

• the block B,  

  

• the block maker’s identity, and  

  

• the block maker’s signature on B.  

  

A block maker will broadcast its block proposal to all other replicas.  

  

 

III.1.5.7  Notarization 

  

    A block is effectively added to the tree of blocks when it becomes notarized. For a block to become 

notarized, n f distinct replicas must support its notarization.  

   Given a proposed block B at height h, a replica will determine if the proposal is valid, which means that B 

has the syntactic form described above. In particular, B should contain the hash of a block B0 of height h0 

that is already in the tree of blocks (i.e., already notarized). In addition, the payload of B must satisfy certain 

conditions (in particular, all of the inputs in the payload must satisfy various constraints, but these 

constraints are generally independent of the consensus protocol). Also, the rank of the block maker (as 

recorded in block B) must match the rank assigned in round h by the random beacon to the replica that 

proposed the block (as recorded in the block proposal).  

   If the block is valid and certain other constraints hold, the replica will support the notarization of the block 

by broadcasting a notarization share for B, consisting of  

  

• the hash of B,  

  

• the height h of B,  

  

• the identity of the supporting replica, and  

  

• the supporting replica’s signature on a message comprising the hash of B and the height h.  

  

Any set of n f notarization shares on B may be aggregated together to form a notarization for B, consisting 

of  

  

• the hash of B,  

  

• the height h of B,  

  

• the set of identities of the n  f supporting replicas,  
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• an aggregation of the n f signatures on the message comprising the hash of B and the height h.  

  

   As soon as a replica obtains a notarized block of height h, it will finish round h, and will subsequently not 

support the notarization of any other blocks at height h. At this point in time, such a replica will also relay 

this notarization to all other replicas. Note that this replica may have obtained the notarization either by (1) 

receiving it from another replica, or (2) aggregating n f notarization shares that it has received.  

   The growth invariant states that each honest replica will eventually complete each round and start the next 

so that the tree of notarized blocks continues to grow (and this holds only assuming asynchronous eventual 

delivery, and not partial synchrony). We prove the growth invariant below (see Section 5.11.4).  

  

 

III.1.5.8  Finalization 

  

   There may be more than one notarized block at a given height h. However, if a block is finalized, then we 

can be sure that there is no other notarized block at height h. Let us call this the safety invariant.  

   For a block to become finalized, n f distinct replicas must support its finalization. Recall that round h ends 

for a replica when it obtains a notarized block B of height h. At that point in time, such a replica will check if 

it supported the notarization of any block at height h other than block B (it may or may not have supported 

the notarization of B itself). If not, the replica will support the finalization of B by broadcasting a finalization 

share for B. A finalization share has exactly the same format as a notarization share (but is tagged in such a 

way notarization shares and finalization shares cannot be confused with one another). Any set of n 

finalization shares on B may be aggregated together to form finalization for B, which has exactly the same 

format as a notarization (but again, is appropriately tagged). Any replica that obtains a finalized block will 

broadcast the finalization to all other replicas.  

   We prove the safety invariant below (see Section 5.11.5). One consequence of the safety invariant is the 

following. Suppose two blocks B and B0 are finalized, where B has height h, B0 has height h0 h. Then the 

safety invariant implies that the path in the tree of notarized blocks ending at B0 is a pre x of the path ending 

at B (if not, then there would be two notarized blocks at height h0, contradicting the finalization invariant). 

Thus, whenever a replica sees a finalized block B, it may view all ancestors of B as being implicitly finalized, 

and because of the safety invariant, the safety property is guaranteed to hold for these (explicitly and 

implicitly) finalized blocks | that is, all replicas agree on the ordering of these finalized blocks.  

  

 

III.1.5.9  Delay functions 

  

   The protocol makes use of two delay functions, m and n, which control the timing of block-making and 

notarization activity. Both of these functions map the rank r of the proposing replica to a nonnegative delay 

amount, and it is assumed that each function is monotonely increasing in r and that m(r) n(r) for all r = 0; : : : 

; n 1. The recommended  

definition of these functions is m(r) = 2 r and n(r) = 2 r + , where is  
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an upper bound on the time to deliver messages from one honest replica to another, and 0 is a \governor" to 

keep the protocol from running too fast. With these definitions, liveness will be ensured in those rounds in 

which (1) the leader is honest, and (2) messages really are delivered between honest replicas within time. 

Indeed, if (1) and (2) both hold in a given round, then the block proposed by the leader in that round will be 

finalized. Let us call this the liveness invariant. We prove this below (see Section 5.11.6).  

  

 

III.1.5.10 An example 

  

   Figure 2 illustrates a block tree. Each block is labelled with its height (30, 31, 32, . . . ) and the rank of its 

block maker. The figure also shows that each block in the tree is notarized, as indicated by the N symbol. 

This means that for each notarized block in the tree, at least n   f distinct replicas supported its notarization. 

As one can see, there can be more than one notarized block in the tree at a given height. For example, at 

height 31, we see there are two notarized blocks, proposed by block makers of rank 1 and 2. The same 

thing happens at height 34. We can also see that the block at height 36 is also explicitly finalized, as 

indicated by the F symbol. This means that n f distinct replicas supported this block’s finalization, which 

means that these replicas (or at least, the honest replicas among these) did not support the notarization of 

any other block. All of the ancestors of this block, which are shaded grey, are considered implicitly finalized.  

  

 

III.1.5.11   Putting it all together 

  

   We now describe in more detail how the protocol works; specifically, we describe more precisely when a 

replica will propose a block and when a replica will support the notarization of a block. A given replica P will 

record the time at which it enters a given round h, which happens when it has obtained (1) some 

notarization for a block of height h 1, and (2) the random beacon for round h. Since the random beacon for 

round h has been determined, P can determine its own rank rP, as well as the rank rQ of each other replica 

Q for round h.  

 

 

III.1.5.11.1  Random beacon details 

  

N   

30   
Rank 0 

  

N   

31   
Ra nk 1 

  

N   

  
31     

Rank 2 
  

N   

  
32     

Rank 0 
  

N   

  
33     

Rank 0 
  

N   

34   
Rank 1 

  

N   

  
34     

Rank 2 
  

N   

  
35     

Rank 0 
  

N   

36   
Rank 0 

  

F   

N   

37   
Rank 0 

  

Figure 2 An example tree of blocks 
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   As soon as a replica has received the random beacon for round h, or enough shares to construct the 

random beacon for round h, it will relay the random beacon for round h to all other replicas. As soon as a 

replica enters round h, it will generate and broadcast its share of the random beacon at round h + 1.  

  

 

III.1.5.11.2  Block-making details 

  

   Replica P will only propose its own block BP provided (1) at least m(rP ) time units have passed since the 

beginning of the round, and (2) there is no valid lower ranked block currently seen by P.  

   Note that since P is guaranteed to have a notarized block of height h 1 when it enters round h, it can make 

its proposed block a child of this notarized block (or any other notarized block of height h 1 that it may 

have). Also note that when p broadcasts its proposal for BP, it must also ensure that it also has relayed the 

notarization of BP’s parent to all replicas.  

   Suppose a replica Q sees a valid block proposal from a replica P of rank rP < rQ such that (1) at least m(rP 

) time units have passed since the beginning of the round, and (2) there is no block of rank less than rP 

currently seen by Q. Then at this point in time, if it has not already done so, Q will relay this block proposal 

(along with the notarization of the proposed block’s parent) to all other replicas.  

  

 

III.1.5.11.3  Notarization details 

  

   Replica P will support the notarization of a valid block BQ proposed by a replica Q of rank rQ provided (1) 

at least n(rQ) time units have passed since the beginning of the round, and (2) there is no block of rank less 

than rQ currently seen by P.  

  

 

III.1.5.11.4  Proof of growth invariant 

  

   The growth invariant states that each honest replica will eventually complete each round and start the 

next. Assume that all honest replicas have started round h. Let r be the rank of the lowest ranked honest 

replica P in round h. Eventually, P will either (1) propose its own block, or (2) relay a valid block proposed by 

a lower-ranked replica. In either case, some blocks must eventually be supported by all honest replicas, 

which means that some blocks will become notarized and all honest replicas will finish round h. All honest 

replicas will also receive the shares needed to construct the random beacon for round h + 1, and so will 

start round h + 1.  

  

 

III.1.5.11.5  Proof of safety invariant 

  

   The safety invariant states that if a block is finalized in a given round, then no other block may be 

notarized in that round. Here is proof of the safety invariant:  

  

1. Suppose that the number of corrupt replicas is exactly f  f < n=3.  
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2. If block B is finalized, then its finalization must have been supported by a set S of at least n f f 

honest replicas (by the security property for aggregate signatures).  

  

3. Suppose (by way of contradiction) that another block B0 =6 B were notarized. Then its 

notarization must have been supported by a set S0 of at least n f f honest replicas (again, by the 

security property for aggregate signatures).  

  

4. The sets S and S0 are disjoint (by the finalization logic).  

  

5. Therefore, n f jS [ S0j = jSj + jS0j 2(n f f ), which implies n 3f, a contradiction.  

  

  

 

III.1.5.11.6  Proof of liveness invariant 

  

   We say that the network is -synchronous at time t if all messages that have been sent by honest replicas 

at or before time t arrive at their destinations before time t +.  

   The liveness invariant may be stated as follows. Suppose that n(1) m(0) + 2 . Also suppose that in a given 

round h, we have  

  

• the leader P in round h is honest,  

  

• the first honest replica Q to enter round h does so at time t, and  

• the network is  -synchronous at times t and t +  +  m(0).  

  

 Then the block proposed by P in round h will be finalized. Here is proof of the liveness invariant:  

  

1. Under partial synchrony at time t, all honest replicas will enter round h before time t + (the 

notarization that ended round h 1 for Q as well as the random beacon for round h random will arrive at 

all honest replicas before this time).  

  

2. The leader P in round h will propose a block B before time t + + m(0), and again by partial 

synchrony, this block proposal will be delivered to all other replicas before time t + 2 + m(0).  

  

3. Since n(1) m(0) + 2, the protocol logic guarantees that each honest replica supports the 

notarization of block B and no other block, and thus B will become notarized and finalized.  
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III.1.5.12   Other issues 
  

 

III.1.5.12.1  Growth latency 

  

   Under a partial synchrony assumption, we can also formulate and prove a quantitative version of the 

growth invariant. For simplicity, assume that the delay functions are de ned as recommended above: m(r) = 

2 r and n(r) = 2 r +, and further assume that suppose that at time t, the highest numbered round entered by 

any honest replica is h. Let r be the rank of the lowest ranked honest replica P in round h. Finally, suppose 

that the network is -synchronous at all times in the interval [t; t + (3r + 2) ]. Then all honest replicas will start 

round h + 1 before time t + 3(r + 1).  

 

 

III.1.5.12.2  Locally adjusted delay functions 

  

   When a replica does not see any finalized blocks for several rounds, it will start increasing its own delay 

function n for notarization. Replicas need not agree on these locally adjusted notarization delay functions.  

   Also, while replicas do not explicitly adjust the delay function p, we can mathematically model local clock 

drift by locally adjusting both delay functions.  

   Thus, there are many delay functions, parameterized by replica and round. The critical condition n(1) m(0) 

+ 2 needed for liveness then becomes max n(1) min m(0) + 2, where the max and min are taken over all the 

honest replicas in a given round. Thus, if finalization fails for enough rounds, all honest replicas will 

eventually increase their notarization delay until this holds and finalization will then resume. If some honest 

replicas increase their notarization latency function more than other replicas, there is no penalty in terms of 

liveness (but there may be in terms of growth latency).  

  

 

III.1.5.12.3  Fairness 

  

   Another property that is important in consensus protocols is fairness. Rather than give a general definition, 

we simply observe that the liveness invariant also implies a useful fairness property. Recall that the liveness 

invariant basically says that in any round where the leader is honest and the network is synchronous, then 

the block proposed by the leader will be finalized. In those rounds where this happens, the fact that the 

leader is honest ensures that it will include in the payload of its block all of the inputs it knows about (modulo 

limits on the payload size). So, very roughly speaking, any input that is disseminated to enough replicas will 

be included in a finalized block in a reasonable amount of time with high probability.  
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III.1.6   Message Routing Layer 
  

 

   As discussed in Section 1.7, the basic computational unit in the TWZR is called a canister, which is 

roughly the same as the notion of a process, in that it comprises both a program and its state. The TWZR 

provides a run-time environment for executing programs in a canister and communicating with other 

canisters and external users (via message passing).  

   The consensus layer (see Section 5) bundles inputs into payloads, which get placed into blocks, and as 

blocks are finalized, the corresponding payloads are delivered to the message routing layer, then processed 

by the execution environment, which updates the state of the canisters on the replicated state machine and 

generates outputs, and these outputs are processed by the message routing layer.  

 

It is useful to distinguish between two types of inputs:  

  

- ingress messages: these are messages from external users;  

  

- cross-subnet messages: these are messages from canisters on other subnets.  

  

We can also distinguish between two types of outputs:  

  

- ingress message responses: these are responses to ingress messages (which may be retrieved by 

external users);  

  

  

  

Take inputs from finalized blocks 

and put them into input queues of 

the respective canisters 

Take input messages from input queues, 

execute them and put produced 

messages in output queues 

Take messages from output 

queues, route them to the subnet 

to subnet streams 

Figure 3 Message routing and execution layers 

  

- cross-subnet messages: these are messages to canisters on other subnets.  

  

   Upon receiving a payload from consensus, the inputs in that payload are placed into various input queues. 

For each canister C running on a subnet, there are several input queues | there is one queue specifically for 
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ingress messages to C, and each other canister C0, with whom C communicates, gets its own queue. (In the 

case where C0 is not located on the same subnet as C, these are cross-subnet messages.) As described 

below in more detail, in a each round, the execution layer will consume some of the inputs in these queues, 

update the replicated state of the relevant canisters, and place outputs in various output queues. For each 

canister C running on a subnet, there are several output queues | each other canister C0, with whom C 

communicates, gets its own queue. (In the case where C0 is not located on the same subnet as C, these are 

cross-subnet messages.) The message routing layer will take the messages in these output queues and 

place them into subnet-to-subnet streams to be processed by a cross-net transfer protocol, whose job it is to 

actually transport these messages to other subnets.  

   In addition to these output queues, there is also an ingress history data structure. Once an ingress 

message has been processed by a canister, a response to that ingress message will be recorded in this 

data structure. At that point, the external user who provided the ingress message will be able to retrieve the 

corresponding response. (Note that ingress history does not maintain the full history of all ingress 

messages.)  

   We also should mention that in addition to cross-subnet messages, there are also intra-subnet messages, 

which are messages from one canister to another on the same subnet. The message routing layer moves 

such messages directly from output queues to corresponding input queues.  

   Figure 3 illustrates the basic functionality of the message routing and execution layers. Note that the 

replicated state comprises the state of the canisters, as well as \ the system state", including the above-

mentioned queues and streams, as well as the ingress history data structure. Thus, both the message 

routing and execution layers are involved in updating and maintaining the replicated state of a subnet. It is 

essential that all of these states are updated in a completely deterministic fashion so that all replicas 

maintain exactly the same state.  

   Also note that the consensus layer is decoupled from the message routing and execution layers, in the 

sense that any forks in the consensus blockchain are resolved before their payloads are passed to message 

routing, and in fact, consensus does not have to keep in lock step with message routing and consensus and 

is allowed to run a bit ahead.  

  

 

III.1.6.1  Per-round certified state 
  

   In each round, some of the states of a subnet will be certified. The per-round certified state is certified 

using chain-key cryptography (see Section 1.6), specifically, using the (n f)-out-of-n threshold signature 

scheme mentioned in Section 3. In more detail, after each replica generates the per-round certified state for 

a given round, it will generate a share of the corresponding threshold signature and broadcast this to all 

other replicas in its subnet. Upon collecting n f such shares, each replica can construct the resulting 

threshold signature, which serves as the certificate for the per-round certified state for that round. Note that 

before signing, the per-round certified state is hashed as a Merkle tree [Mer87]. The per-round certified 

state in a given round consists of:  

  

1. cross-subnet messages that were recently added to the subnet-to-subnet streams;  

  

2. other metadata, including the ingress history data structure;  
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3. the Merkle-tree root hash of the per-round certified state from the previous round.  

  

Note that the per-round certified state does not include the entire replicated state of a subnet, as this in 

general will be quite huge and it would be impractical to certify all of this state in every round.  

   Figure 4 illustrates how the per-round certified state may be organized into a tree. The first branch of the 

tree stores various metadata about each canister (but not the entire replicated state of the canister). The 

second branch stores the ingress history data structure. The third branch stores information about the 

subnet-to-subnet streams, including a \window" of recently added cross-subnet messages for each stream. 

The other branches store other types of metadata, not discussed here. This tree structure may then be 

hashed into a Merkle tree, which has essentially the same size and shape as this tree. Per-round certified 

state is used in several ways in the TWZR:  

  

• Output authentication. Cross-subnet messages and responses to ingress messages are 

authenticated using a per-round certified state. Using the Merkle tree structure, an individual output 

(cross-subnet message or ingress message response) may be authenticated to any party by providing 

a threshold signature on the root of the Merkle tree, along with hash values on (and adjacent to) the 

path in the Merkle tree from the root  

  

                                   
Figure 4 Per-round certified state organized as a tree 

  

  

to the leaf representing that output. The number of hash values needed to authenticate an individual 

output is therefore proportional to the depth of the Merkle tree, which is typically quite small, even if 

the size of the Merkle tree is very large. Thus, a single threshold signature can be used to efficiently 

authenticate many individual outputs.  

  

• Preventing and detecting non-determinism. Consensus guarantees that each replica processes 

inputs in the same order. Since each replica processes these inputs deterministically, each replica 

should obtain the same state. However, the TWZR is designed with an extra layer of robustness to 

prevent and detect any (accidental) non-deterministic computation, should it arise. The per-round 
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certified state is one of the mechanisms used to do this. Since we use an (n f)-out-of-n threshold 

signature for certification, and since f < n=3, there can only be one sequence of states that is certified.  

  

To see why state chaining is important, consider the following example. Suppose we have 4 replicas, 

P1; P2; P3; P4, and one is corrupt, say P4. Each of the replicas P1; P2; P3 start out in the same state.  

  

{ In round 1, because of non-deterministic computation, P1; P2 compute a message m1 to send to 

subnet A, while P3 computes a message mU
1 to send to subnet A.  

{ In round 2, P1; P3 compute a message m2 to send to subnet B, while P2  computes a message m0
2 

to send to subnet B.  

{ In round 3, P2; P3 compute a message m3 to send to subnet C, while P1 computes a message mU
3 

to send to subnet C. This is illustrated in the following table:  

 

  

P1 m1 ! A  

P2 m1 ! A  

P3 m0
1 ! A  

m2 ! B 

m0
2 ! B 

m2 ! B  

m0
3 !  

m3 !  

m3 !  

C  

C  

C  

  

   We are assuming that replicas P1, P2, and P3 each individually perform a valid sequence of 

computations, but that because of non-determinism, these sequences are not identical. (Even though 

there is not supposed to be any non-determinism, in this example, we are supposing that there is.)  

   Now suppose we did not chain the states. Because P4 is corrupt and may sign anything, he could 

create a 3-out-of-4 signature on a round-1 state that says \m1 ! A", and similarly on a round-2 state 

that says \m2 ! B", and on a round-3 state that says \m3 ! C", even though the corresponding sequence 

 

m1 ! A; m2 ! B; m3 ! C 

  

may not be compatible with any valid sequence of computations. Worse yet, such an invalid sequence 

of computations could then lead to inconsistent states on other subnets.  

  

By chaining, we ensure that even if there is some non-determinism, any sequence of certified states 

corresponds to some valid sequence of computations that was actually carried out by honest replicas.  

  

•    Coordination with consensus. The per-round certified state is also used to coordinate the execution 

and consensus layers, in two different ways:  

  

{ Consensus throttling. Each replica will keep track of the latest round for which it has a certified 

state | this is called the certified height. It will also keep track of the latest round for which it has a 

notarized block | this is called the notarized height. If the notarized height is significantly greater 

than the certified height, this is a signal that execution is lagging consensus, and that consensus 

needs to be throttled. This lagging could be due to non-deterministic computation, or it could just be 

due to a more benign performance mismatch between the layers. Consensus is throttled by means 

of the delay functions discussed in Section 5.9 | specifically, each replica will increase the 
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\governor" value as the gap between notarized height and the certified height grows (this makes 

use of the notion of \locally adjusted delay functions, as in Section 5.12.2).  

  

{ State-specific payload validation. As discussed in Section 5.7, the inputs in a pay-load must pass 

certain validity checks. In fact, these validity checks may depend to a certain degree on the state. A 

detail we skipped is that each block includes a round number, with the understanding that these 

validity checks should be made with respect to the certified state for that round number. A replica 

that needs to perform this validation will wait until the state for that round number has been 

certified, and then use the certified state for that round to perform the validation. This ensures that 

even with non-deterministic computation, all replicas are performing the same validity tests (as 

otherwise, consensus could get stuck).  

  

 

III.1.6.2  Query calls vs update calls 

  

   As we have described it so far, ingress messages must pass through consensus so that they are 

processed in the same order by all replicas on a subnet. However, an important optimization is available to 

those ingress messages whose processing does not modify the replicated state of a subnet. These are 

called query calls | as opposed to other ingress messages, which are called update calls. Query calls are 

allowed to perform computations which read and possibly update the state of a canister, but any updates to 

the state of a canister are never committed to the replicated state. As such, a query call may be processed 

directly by a single replica without passing through consensus, which greatly reduces the latency for 

obtaining a response from a query call.  

   Note that a response to a query call is not recorded in the ingress history data structure. As such, we 

cannot directly use the per-round certified state mechanism to authenticate responses to query calls. 

However, a separate mechanism for authenticating such responses is provided: certified variables. As a 

part of the per-round certified state, each canister on a subnet is allocated a small number of bytes, which is 

the certified variable for that canister, whose value may be updated via update calls, and may be 

authenticated using the per-round certified state mechanism. Moreover, a canister may use its certified 

variable to store a root of a Merkle tree. In this way, a response to a query call to a canister may be 

authenticated so long the response is a leaf in the Merkle tree rooted at the certified variable for that 

canister.  

  

 

III.1.6.3  External user authentication 

  

   One of the main differences between an ingress message and a cross-subnet message is the mechanism 

used for authenticating these messages. We have already seen above (see Section 6.1) how threshold 

signatures are used to authenticate cross-subnet messages. The NTS registry (see Section 1.5) holds the 

public verification keys for the threshold signatures used to authenticate cross-subnet messages.  

   There is no central registry for external users. Rather, an external user identifies himself to a canister 

using a user identifier (aka principal), which is a hash of a public signature-verification key. The user holds a 

corresponding secret signing key, which is used to sign ingress messages. Such a signature, as well as the 

corresponding public key, is sent along with the ingress message. The TWZR automatically authenticates 



 
 

61 | P a g e  
 

 

the signature and passes the user identifier to the appropriate canister. The canister may then authorize the 

requested operation, based on the user identifier and other parameters to the operation specified in the 

ingress message.  

   First-time users generate a key pair and derive their user identifier from the public key during their first 

interaction with the TWZR. Returning users are authenticated using the secret key that is stored by the user 

agent. A user may associate several key pairs with a single user identity, using signature delegation. This is 

useful, as it allows a single user to access the TWZR from several devices using the same user identity. 
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III.1.7   Execution Layer 
  

   The execution environment processes one input at a time. This input is taken from one of the input 

queues and is directed to one canister. Based on this input and the state of the canister, the execution 

environment updates the state of the canister and additionally may add messages to output queues and 

update the ingress history  (possibly with a response to an earlier ingress message).  

   In a given round, the execution environment will process several inputs. A scheduler determines which 

inputs are executed in a given round, and in which order. Without going into all the details of the scheduler, 

we highlight some of the goals:  

  

• it must be deterministic, i.e., only depend on the given data;  

  

• it should distribute workloads fairly among canisters (but optimise for throughput over latency).  

  

• the total amount of work done in each round, measured in terms of cycles (see Section 1.8), 

should be close to some pre-determined amount.  

  

Another task that the execution environment (together with the message router) must deal with is a situation 

where a canister on one subnet is producing cross-subnet messages faster than they can be consumed by 

a canister on another subnet. For this, a self-regulating mechanism is implemented that throttles the 

producing canister.  

   There are many other resource management and bookkeeping tasks that are dealt with by the execution 

environment. However, all of these tasks must be dealt with deterministically.  

  

 

III.1.7.1  Random tape 
  

   Each subnet has access to a distributed pseudorandom generator (PRG). As mentioned in Section 3, 

pseudorandom bits are derived from a seed that itself is an (f + 1)-out-of-n BLS signature, called the 

Random Tape. There is a different Random Tape for each round of the consensus protocol. While this BLS 

signature is similar to that used for the Random Beacon used in consensus (see Section 5.5), the 

mechanics are somewhat different.  

 

   In the consensus protocol, as soon as a block at height h is finalized, each honest replica will release its 

share of Random Tape for height h + 1. This has two implications:  

  

1. Before a block at height h is finalized by any honest replica, the Random Tape at height h + 1 is 

guaranteed to be unpredictable.  

  

2. By the time block at height h + 1 is finalized by any honest replica, that replica will typically have 

all the shares it needs to construct the Random Tape at height h + 1.  
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   To obtain pseudorandom bits, a subnet must make a request for these bits. Such a pseudorandom-bit 

request will be made as a \system call" from the execution layer in some round, say h. The system will then 

respond to that request later when the Random Tape of height h + 1 is available. By property (1) above, it is 

guaranteed that the requested pseudorandom bits are unpredictable at the time the request is made. By 

property (2) above, the requested random bits will typically be available at the time the next block is 

finalized. In fact, in the current implementation, at the time a block of height h is finalized, the Consensus 

Layer (see Section 5) will deliver both (the payload of) the block of height h and the Random Tape of height 

h + 1 simultaneously to the message routing layer for processing.  

  

 

III.1.8   Chain-key cryptography II: chain-evolution technology 
  

   As mentioned in Section 1.6.2, chain-key cryptography includes a collection of technologies for robustly 

and securely maintaining a blockchain-based replicated state machine over time, which together form what 

is called chain-evolution technology. Each subnet operates in epochs of many rounds (typically on the order 

of a few hundreds of rounds). Chain-evolution technology implements many essential maintenance activities 

that are executed periodically with a cadence that is tied to epochs: garbage collection, fast forwarding, 

subnet membership changes, pro-active resharing of secrets, and protocol upgrades.  

   There are two essential ingredients to chain-evolution technology: summary blocks and catch-up 

packages (CUPs).  

  

 

III.1.8.1  Summary blocks 
  

   The first block in each epoch is a summary block. A summary block contains special data that will be used 

to manage the shares of the various threshold signature schemes  

(see Section 3). There are two threshold schemes:  

  

• one (f + 1)-out-of-n scheme, for which a new signing key is generated every epoch;  

  

• one (n  f)-out-of-n scheme, for which the signing key is reshared once every epoch.  

  

   The low-threshold scheme is used for the random beacon and the random tape, while the high-threshold 

scheme is used to certify the replicated state of the subnet.  

   Recall that the DKG protocol (see Section 3.5) requires that for each signing key, we have a set of 

dealings and that each replica can non-interactively obtain its share of the signing key from this set of 

dealings.  

   Also recall that NTS maintains a registry that, among other things, determines the membership of a 

subnet (see Section 1.5). The registry (and hence the subnet membership) may change over time. Thus, 

subnets must agree on which registry version they use at various times for various purposes. This 

information is also stored in the summary block.  

  

The summary block for epoch i contains the following data fields.  
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• currentRegistryVersion. This registry version will determine the consensus committee used 

throughout epoch i | all tasks performed by the consensus layer  

(block making, notarization, finalization) will be performed by this committee.  

  

• nextRegistryVersion. In each round of consensus, a block maker will include in its proposal the 

latest registry version it knows about (which must be no earlier than the block the proposed block 

extends). This ensures that the value nextRegistryVersion in the summary block of epoch i is fairly up 

to date. The value of currentRegistryVersion in epoch i is set to the value of nextRegistryVersion in 

epoch i 1.  

  

• currentDealingSets. These are the dealing sets that determine the threshold signing keys that 

will be used to sign messages in epoch i.  

  

As we will see, the threshold signing committee for epoch i (i.e., the replicas that hold the 

corresponding threshold signing key shares) is the consensus committee for epoch i 1.  

  

• nextDealingSets. This is where dealings that are collected during epoch i 1 are gathered and 

stored1. The value of currentDealingSets in epoch i will be set to the value of nextDealingSets in 

epoch i 1 (which itself consists of dealings collected in epoch i 2).  

  

• collectDealingParams. This describes the parameters that define the dealing sets to be collected 

during epoch i. During epoch i, block makers will include dealings in their proposed blocks that are 

validated relative to these parameters.  

  

The receiving committee for these dealings is based on the nextRegistryVersion value of the summary 

block of epoch i.  

  

For the low-threshold scheme, the dealing committee is the consensus committee for epoch i.  

  

For the high-threshold scheme, the shares to be reshared are based on the value of nextDealingSets 

of epoch i. Therefore, the dealing committee is the receiving committee for epoch i 1, which is also the 

consensus committee for epoch i.  

  

Also observe that the threshold signing committee for epoch i is the receiving committee in epoch i 2, 

which is the consensus committee for epoch i 1.  

  

   Consensus in epoch i relies on the values currentRegistryVersion and currentDealingSets in epoch i | in 

particular, the makeup of the consensus committee itself is based on currentRegistryVersion and the 

random beacon used in consensus is based on currentDealingSets. Moreover, just like any other block, 

 
1 A detail we have omitted is that if we fail to collect all the required dealings in epoch i 1, then as a fallback, 
the value of nextDealingSets in epoch i will effectively be set to the value of currentDealingSets in epoch i. 
If this happens, then the protocol will make use of dealing committees and threshold signing committees 
from further in the past, as appropriate. 
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there could be more than one summary block notarized at the beginning of epoch i, and that ambiguity 

needs to be resolved by consensus in epoch i. This seeming circularity is resolved by insisting that a 

summary block at the beginning of epoch i 1 has been finalized before epoch i starts since the relevant 

values in the newer summary block are copied directly from that older summary block. This is actually an 

implicit synchrony assumption, but it is quite an academic assumption. Indeed, because of the \consensus 

throttling" discussed in Section 5.12.2 to ensure liveness, and because of the length of an epoch is quite 

large, this can essentially never happen in practice: long before a consensus could reach the end of epoch i 

1 without finalizing a summary block for epoch i 1, the notarization delay function would grow to be 

astronomically large, and so the partial synchrony assumption needed for finalization will be satisfied 

(essentially) with certainty (for all practical purposes).2  

  

 

III.1.8.2  CUPs 
  

   Before describing a CUP, we first point out one detail of a random beacon: the random beacon for each 

round depends on the random beacon for the previous round. This is not an essential feature, but it impacts 

the design of the CUP.  

   A CUP is a special message (not on the blockchain) that has (mostly) everything a replica needs to begin 

working in a given epoch, without knowing anything about previous epochs. It consists of the following data 

fields:  

  

• The root of a Merkle hash tree for the entire replicated state (as opposed to the partial, per-round 

certified state as in Section 6.1).  

  

• The summary block for the epoch.  

  

• The random beacon for the first round of the epoch.  

  

• A signature on the above fields under the (n f)-out-of-n threshold signing key for the subnet.  

  

   To generate a CUP for a given epoch, a replica must wait until the summary block for that epoch is finalized 

and the corresponding per-round state is certified. As already mentioned, the entire replicated state must be 

hashed as a Merkle tree | even though a number of techniques are used to accelerate this process, this is still 

quite expensive, which is why it is only done once per epoch. Since a CUP contains only the root of this Merkle 

tree, a special state sync subprotocol is used that allows a replica to pull any state that it needs from its peers 

| again, a number of techniques are used to accelerate this process, but it is still quite expensive. Since we 

are using a high-threshold signature for a CUP, we can be sure that there is only one valid CUP in any epoch, 

and moreover, there will be many peers from which the state may be pulled. Also, since the public key of the 

threshold signature scheme remains constant over time, the CUP can be validated without knowing the 

current participants of the subnet.  

 
2 Also note that dealings that are collected in epoch i depend on data in the summary block for epoch i, in 

particular, the values of nextDealingSets and nextRegistryVersion . As such, these dealings should not be 

generated and cannot be validated until a summary block for epoch i has been finalized.  
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III.1.8.3  Implementing chain-evolution technology 
  

   Garbage collection: Because of the information contained in a CUP for a given epoch, it is safe for each 

replica to purge all inputs that have been processed, and all consensus level protocol messages needed to 

order those inputs, prior to that epoch.  

  

   Fast forwarding: If a replica in a subnet falls very far behind its peers (because it is down or disconnected 

from the network for a long time), or a new replica is added to a subnet, it can be fast-forwarded to the 

beginning of the most recent epoch, without having to run the consensus protocol and process all of the 

inputs up to that point.  

 

  

                                                       Replicated states 

 

 

 

                                                            Blocks  

   

   

   

                                                    Random beacons  

  

   Such a replica may do so by obtaining the most recent CUP. Using the summary block and random 

beacon contained in the CUP, along with protocol messages from other replicas (which have not yet 

been purged), this replica may run the consensus protocol forward from the beginning of the 

corresponding epoch. The replica will also use the state sync subprotocol to obtain the replicated state 

corresponding to the beginning of the epoch, so that it may also process the inputs generated by 

consensus.  

  

   Figure 5 illustrates fast forwarding. Here, we assume that a replica that needs to catch up has a 

CUP at the beginning of an epoch, which starts (say) at height 101. The CUP contains the root of the 

Merkle tree for the replicated state at height 101, the summary block at height 101 (shown in green), 

and the random beacon at height 101. This replica will use the state sync subprotocol to obtain from 

its peers the full replicated state at height 101, using the root of the Merkle tree in the CUP to validate 

this state. Having obtained this state, the replica can then participate in the protocol, obtaining from its 

peers' blocks (and other messages associated with consensus) at heights 102, 103, and so on, and 

updating its copy of the replicated state. If its peers have already finalized blocks at greater heights, 

this replica will process those finalized blocks as quickly as it can obtain them (and their notarizations 

and finalizations) from its peers (and as quickly as the execution layer will allow).  
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   Subnet membership changes: We have already discussed how summary blocks are used to encode 

which version of the registry is in force in a given epoch, and how that is used to determine the subnet 

membership, and more specifically, the membership committees for various tasks. Note that even after a 

replica is removed from a subnet, it should (if possible) participate in its assigned committee duties for one 

additional epoch.  

  

   Pro-active resharing of secrets: We have already discussed how summary blocks are used to generate 

and reshare signing keys. If necessary, the required summary block may be obtained from a CUP.  

  

   Protocol upgrades: CUPs are also used to implement protocol upgrades. Protocol upgrades are initiated 

by the NTS (see Section 1.5). The basic idea, without going into all the details, is this:  

  

• when it is time to install a new version of the protocol, the summary block at the beginning of an 

epoch will indicate this;  

  

• the replicas running the old version of the protocol will continue running consensus long enough 

to finalize the summary block and to create a corresponding CUP; however, they will create only 

empty blocks and not pass along any pay-loads to message routing and execution;  

  

• the new version of the protocol will be installed, and the replicas running the new version of the 

protocol will resume running the full protocol from the above CUP.  

 

 

More to come….soon 


